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AHHOTALUNWA

HacTtosawmmn [OKYMEeHT $BASEeTCS OnuMcCaHueM MNpuMeHeHUs nporpamMMHo-
annapaTHOro KoMmnjaekca CpeacTs 3awwuTtbl MHdpopmaumnm ot HCO «Akkopa-Win32»
(TY 4012-036-11443195-2010), panee komnnekc «Akkopa», NMAK C3MN HCO «Ak-
Kopa» nNuMbo KOMMNAeKkc, npegHa3sHayYyeHHoro Ans nvu, nAaHuUpyroLwWwux U opraHusyto-
LMX 3alUNTY MHpOopMaumm B cucTeMax M cpeacrtesax nHdopmaTtmsaumm Ha 6ase CBT.

B AokyMeHTe npuBeaeHbl HOpMaTUBHblE TpeboBaHMs Mo 3awmTte MHdopmaumm,
obwme npmHUMNBI U NpaBuna opraHusaunm pabotbl No obecnevyeHUo KoHdUAEHUN-
anbHOCTU MHMOPMALKMN, OCHOBHbIE 3aWMTHbIE DYHKLMM KOMMNEKCa, €ro BO3MOXHO-
CTWN, 0COBEHHOCTN YCTAHOBKWU N MPUMEHEHMUS.

Mepen yctaHoBkOW M akcnnayaTaumen MAK C3UM HCO «Akkopa» Heobxoaumo
BHMMATE/NIbHO O3HAKOMUTLCHA C KOMMIIEKTOM 3KCrayaTauMOHHON AOKYMEeHTauuM Ha
KOMMMEKC, a TaKXe MPUHATb HeobxoanMble opraHM3auMoHHbie Mepbl 3alUnTbl, yKa-
3aHHbIE B AOKYMEHTaLnu.

MpMeHeHue 3alUTHbLIX MEXaHM3MOB KOMMAekca «AKKOpA» AO/MKHO AO0Mos-
HATbCA O06WKMMM MepaMm NPeaOoCTOPOXKHOCTN U dusmnyeckom 6esonacHoctmn CBT.
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1. HopMmaTuBHble TpeboBaHuA no 3awmnte nHpopMmaunm

1.1. Heo6xoaMMOCTb M Lenu 3awWnTbl MHPOpMaL KN

Pa3zBuTHe CpencCTB BbIYMCAUTENIBHON TEXHWKW, aBTOMATU3UPOBAHHbLIX MHMOP-
MaLMOHHbIX CUCTEM, MOsIBSIEHME HOBbIX MH(MOPMALUMOHHbLIX TEXHOIOMMI CONMPOBOXAaA-
€TCS, K COXaNeHuto, N NosiBNeHNeM TaKMX ManonpUSTHbIX SBJIEHWW, KaK MpOMbIL-
NEHHbIN LWMNMOHAX, KOMMbIOTEPHAs MPEeCTYNHOCTb W, Mpexae BCero, HeCaHKUMOHU-
poBaHHbIM goctyn (HCA) K KoHduaeHunanbHoM MHdopmaumn. ITuM obycnasnmea-
€TCS aKTyanbHOCTb M 3HAYMMOCTb Npobnemsbl 3aWwmTbl MHPOPMALIMN.

OcTpas HeobXxoAMMOCTb B 3awmTe MHMOPMALMKU Halla BblpaXxeHue B co3na-
HMK FoCcyaapCTBEHHOM CUCTEMbI 3awnTbl MHbopMmaumm (FC3UM). Pa3zBuBaeTcs npaso-
Bas 6a3a MHdopMaumMoHHOM 6e30nacHOCTU. NPUHATLI U BBEAEHbI B AEACTBUE 3aKOHbI
«0O rocypapctBeHHoOM TanHe», «0O6 uHbopMauum, nHpopMmaTU3aumMm M 3aluTe UH-
dopmaummn», «O NpaBoOBOM OXpaHe MNporpamMM AnS 3NEKTPOHHbIX BbIYUCUTENbHbIX
MaWWH 1 6a3 AaHHbIX>» U Ap.

LlensmMun 3awmTbl MHDOpMaLMKN SBASIOTCS:

e npepoTBpalleHne yuwepba, BO3HMKHOBEHWE KOTOPOro BO3MOXHO B pe-
3ynbTaTe yTepu (XUWeHus, yTpaTbl, UCKaXKeHus, noanenkm) uHdopma-
umMun B N0OH6OM ee NposSBNEHUN;

e peanusauns Mep 3alunTbl, adeKBaTHbIX yrpo3aMm 6e3onacHOCTU WHGOp-
Mauuu, B COOTBETCTBMU C LENCTBYHOLWMMM 3aKOHAMW N HOPMaTUBHbIMU
AOKyMeHTaMu no 6esonacHoctn nHpopmaumm (HO BU);

e peanusauuvs Mep 3aliuTbl, B COOTBETCTBUMN C NOTPEOHOCTAMKU BnajgenbLeBs
(nonb3oBaTenen) nHdbopmMaumn.

B cootBeTcTBMM C n. 4 cTaTbn 16 OegepanbHOro 3akoHa ot 27.07.2006 N2149-
®3 «O6 nHpopMaunm, NHPOPMaALMOHHbBIX TEXHONOMNAX N 3awmTe MHDOoOpMaUnn>»:

«0Obnagatenbs nHpopMmauuun, onepatop MHOOPMALMOHHON CUCTEMbI B Caydasix,
YCTaHOBNEHHbIX 3aKOoHOAATeNnbCTBOM Poccumckon ®eapepaumm, oba3aHbl obecneumnTb:

1)npenoTBpalleHne HeCaHKLUMOHMPOBAHHOIO AOCTyna K MHdopMauum mn (unm)
nepegadyu ee nnuuam, He UMEKLWMM NpaBa Ha AOCTYyN K MHdopMauum;

2)cBoeBpeMeHHoe obHapyXeHue (akTOB HEeCAaHKLUMOHMPOBAHHOIMO A0CTyna K
MHpopmaumu;

3)npeaynpexaeHne BO3MOXHOCTM HEBNAronpuUATHLIX NOCNeACTBUM HapyLleHns
nopsiaka Aocrtyna K nHdopmaumm;

4)HeponylleHne BO3AENCTBUS Ha TexHuUyeckme cpencrtesa obpabotku mHOp-
MauuKn, B pedysbTaTe KOTOPOro HapyLlaeTcs nx @yHKUNOHNPOBAHUE;

5)B0O3MOXHOCTb He3aMeaNUTeNbHOro BOCCTAHOBNEHUS MHdopMauun, moamdun-
LMPOBAHHON WU YHUUYTOXXEHHOMN BCNEACTBME HECAHKLUMOHMPOBAHHOIO AO0CTyna K
HeWn;

6) NOCTOSAHHbIM KOHTPONb 3a obecnevyeHMeM ypoOBHS 3alUMWEHHOCTM MHPOpMa-
Lnmn>».
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Jltoboe coBpeMeHHOe npeanpuatTue (ydpexaeHue, dvpma mn 1.4.), HE3ABUCUMO
OT BMAa AeATeNnbHOCTU U HGOopM COHBCTBEHHOCTU, HE MOXET CEeroAHs ycrnewHo pa3Bu-
BaTbCSA M BECTU XO3SAMCTBEHHYIO U UHYIO AeATeNbHOCTb 6€3 co34aHns HaaeXXHOW cuc-
TEMbl 3aWNTbl CBOEN UHPopMaunn. Cucrtema 3awwmnTbl MHPOPMALMKU OOJIKHA BKIO-
yaTb B cebss He TO/IbKO OpraHM3auMOHHO-HOPMATUBHbIE Mepbl, HO U TEXHUYECKne
cpeactBa KoHTpons 6e3onacHoOCTM nHpopMauum npm ee o6paboTke, XxpaHeHUn n ne-
peaadye B aBTOMaTM3MpoBaHHbLIX cuctemax (AC), npexae Bcero, NporpamMMHo-
annapaTtHble.

1.2. OCHOBHbIE NMPUHLUMUMNDbI OpraHusayum 3awmTtbl MHpoOpMauunm oT
HCOQ v o6ecneueHmnn ee KOHPMAEHLUNANBHOCTHU

MeponpuaTtma no 3awmte nHpopmaumm ot HCO saBAAKOTCA COCTaBHOWM 4acTbio
ynpaBfieHYeCKON, Hay4dHOW, NpOM3BOACTBEHHOM (KOMMeEpYeCcKon) AOesTeNbHOCTU
npeanpuaTtmsa (ydpexaeHus, oupMbl U T.4.), HE3aBUCMMO OT UX BEAOMCTBEHHOM
NpUHAANEXHOCTU N HPOopMbl COBCTBEHHOCTU, N OCYLLECTBASIOTCSA B KOMMAEKCe C Apy-
rMMmn Mepamu no obecrneyeHuio YCTaHOBJIEHHOrO peXuma KOHMMAEHLUMANbHOCTH.
MpakTuka opraHusaumun 3awmntbl MHDopMaunm ot HCL npu ee obpaboTke n xpaHe-
Hun B AC JO/MKHA yuuTbiBaTb cneaylowme npuHUmMnel v npasuna obecneyeHus 6e3o-
NacHOCTU MHdbopMaummn':

1)CooTBeTcTBME YypOBHSA 6e30nacHOCTU MHPOpMaUnnM 3aKoHoAaTeNbHbIM MO0~
XXEHUSIM U HOPMATUBHbLIM TpeboBaHUAM MO OXpaHe CBeAeHUIN, noasexawmx sawmTe
Nno AENCTBYKOLWEMY 3aKoHOAATeNbCTBY, B T.4. BblbOp knacca 3awuuweHHoctn AC B
COOTBETCTBUMN C 0ocobeHHOoCTAMU 06paboTkm mHpopmaumn (TexHonorna obpaboTkuy,
KOHKpeTHble ycnoBus akcnnyataumm AC) n ypoBHEM ee KOHPUAEHUNANBHOCTMW.

2)BbisiBneHne KoHdUAEHUMaNbHON MHpOpMaLMM U AOKYMeHTanbHoe odopmie-
HMe B BMAE NepeyvyHs CBeAeHUn, noanexalunx 3alinTte, ero CBoeBpeMeHHas Koppek-
TUpOBKa.

3)Hanbonee BaxHble pelleHns Mo 3alnTe MHpopMaUnn AOIKHBI MPUHMMATbLCS
PYKOBOACTBOM Npeanpuatus (opraHusaunu, oupmel), Bnagensuem AC.

4)OnpeneneHne ypoBHEN MOSIHOMOYMN CYybbeKTOB AO0CTyna, a TakKXe Kpyra
NuL, KOTOPbIM NpeaoCcTaBneHO NpaBo NMPUCBOEHUS YPOBHEN NOSIHOMOYNIA.

5)YcTaHoBneHmne n odopmieHne npasun pasrpaHudeHus goctyna (MPA), T.e.
COBOKYMHOCTW NpaBw/, pernameHTUpyrLWmnx npasa AocTyna cybbekToB AocTyna K
obbekTam gocryna.

6)YcTaHOBNEHME JIMYHOW OTBETCTBEHHOCTM Mosb30BaTenen 3a nogaepxaHue
ypoBHS 3awmweHHocTn AC npun obpaboTke cBeaeHu, noanexalwmx sawmre no gen-
CTBYHOLLEMY 3aKOHOAATENbCTBY NYTEM:

e O03HAKOMJIEHMS C MepevyHeM 3aluLiaeMblX CBeAEHWUN, OpraHM3aLMUOHHO-
pacnopsanTtenbHon n paboyen AoKymeHTaumemn, onpegenstwouwien tpebo-
BaHUA N NopsAaoK 06paboTku KOHMMAeHUManbHOU NMHpopMaLmu;

e onpeaeneHne ypoBHS NOSIHOMOYMI B COOTBETCTBUM C €ro AO/IHKHOCTHbIMU
06513aHHOCTSAMU;

1 pO. AC. 3awwmta ot HCAO Kk uHdopmauun. Knaccupukauma AC n TpeboBaHMs Mo 3awuTe
nHdopmaunm. — M.: Noctexkommnccua Poccum, 1992
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e ONYy4YEHUS OT CybbekTa AO0CTyna pacnucKyM O HepasrjalleHnn AOBEpPEH-
HOW eMy KOoHduaeHUNnanbHOM MHpopMaumu.

7)0O6ecneyeHne pusmyeckom oxpaHbl obbekTa MHDOpMaATU3aUMN, HA KOTOPOM
pacnosioxeHa 3awuwaemasa AC (Tepputopus, 34aHNs, NOMELLEHUS, XPaHUMLLA UH-
dopMaUMOHHbIX HOCUTENEN), NYTEM YCTAHOBJIEHMS COOTBETCTBYIOLWMX MNOCTOB, TEX-
HMYECKNX CPeACTB OXpaHbl unu nbbiMmn apyrmmm cnocobamu, npenoTepallatowmMm
WIN CYLWECTBEHHO 3aTPYAHSIOWMMU XULEHNE CPeACTB BbIYUCIUTENIBHON TEXHUKMU

(CBT), nHdopMaumoHHbIX HocuTenen, a Takxe HCA k CBT n nnHUAM CBA3WN.

8)OpraHunsauns cnyxbbl 6e3onacHoCTM MHGopMaumnm (OTBETCTBEHHbIE Nuua,
aaAMuHuUcTpaTopbl BU), ocywecTensowen yyeT, XpaHeHre u Bblaavyy MHGMOPMaLMOH-
HbIX HOCUTEnen, naponen, knwyen, BeaeHue cnyxebHon uHdopmaumm C3UN HCA
(reHepaumMio naposier, Knw4yen, CoONpoBOXAEHUE MpaBua pasrpaHMYeHns ocTtyna),
npuemky Bkto4YaeMblX B AC HOBbIX MPOrpamMMHbIX CpeacCTB, a TakXe KOHTPOJib 3a
X0A0M TEXHO0rM4yeckoro npouecca obpabotkn KoHdbmMaeHUManbHOM MHGOPMaUUnN 1
T.A.

9)MNnaHoMepHbLIN U ONEepaTUBHbLIN KOHTPO/b YPOBHSA 6e30MacHOCTU 3alumuliae-
MO WMHPopMauun cornacHo HA no 6esonacHoCcTn MHGoOpMauuu, B T.4. NMpoBepka
3aWNTHBLIX QYHKLUMW CpeacTB 3awmTbl MHPOPMaLUN.

10) CpepactBa 3awmTbl MHMDOpMaunm AomxkHel nmetb CEPTUOUKAT, ypocTto-
BEPSAIOLWMIM NX COOTBETCTBME TpeboBaHMAM No 6e30nacHOCTU MHdopMaLmu.
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2. O6wme cBepgeHunsn

MporpaMMHO-annapaTHbl KOMMJEeKC CpeAcCTB 3aliuTbl MHGOpMauMM OT He-
CaHKUMOHMpOBaAHHOIo goctyna «Akkopa-Win32» v. 4.0 (panee no Tekcty - MNAK
C3UN HCO «AkkopAa» unu KoMmnnekc «Akkopa») npefHasHayvyeH A/18 NpPpUMEHEHUs Ha
CBT, dyHKumoHnmpyowmnx nog ynpasneHnem OC Windows NT, Windows 2000, Win-
dows XP, Windows 2003, Windows Vista, Windows 2008, Windows 7, Windows 8,
Windows 8.1, Windows 10 c uenbto obecnevyeHus 3alinTbl OT HECAHKLMOHNUPOBAHHO-
ro goctyna kK CBT n AC Ha X OCHOBE Mpu MHOronoOJ/Ib30BaTE/IbCKOM peXuUMe 3KC-

nayaTtaunn.

Komnnekc C3N HC «Akkopa» BKOYaET:

nporpaMMHo-annapatHbln komnnekc C3UW HCO <«Akkopa-AMA3» (TY

4012-006-11443195-97 03);

cneumanbHoe rnporpaMMmHoe obecrnedyeHune pasrpaHudyeHus [ocTyna B
cpene onepaumoHHbix cnctem Windows, nMOCTpOEHHbIX C UCMOSIb30BaHU-
eM TexHosnorum NT - CIMO «Akkopa-Win32» (Bepcumn 4.0).

B coctaBe komnnekca «AKKOpA» MOFYT NMPUMEHSATLCA pas3sinyHble Moauduka-
LMK cneumanm3anpoBaHHbIX KOHTPOJIIEPOB:

KOHTponnep «Akkopa-5» ncnonbsyetcsa ansa 3awmntbl CBT C WWMHHBIM UH-
Tepdencom PCI;

KOHTponnep «AkkopA-5mx» mncnonb3sytorca ang 3awmtbl CBT € WKMHHBbIM
nHtepdemncom PCI (5B), nnm PCI-X (3.3B);

KOHTponnep «Akkopa-5.5» mncnonb3yrrca anga 3awmntbl CBT C WKWMHHBbIM
nHtepdemncom PCI (5B), nnm PCI-X (3.3B);

KOHTponnep «Akkopa-5.5-E» uncnonbsytTtca ans 3awmnTtbl CBT C WKMHHBbIM
nHtepdemncom PCI-Express;

XapakTepucTnku KoHTpossiepoB «Akkopa-AMA3» mn3 coctaBa kommniekca C3U
HCL «Akkopa», npuBeaeHbl B Tabnuue 1.

Ta6anuya 1 -Moandukaumm KoHTponnepoB «Akkopa-AM[A3»

PasnuyHbie TUnbl
KOHTpPOJ/1I/1IEepoB

«AkkopAa-5.5e»

«Akkopa-5.5»

«AKkopa-5mx>»

Tun ncnonb3yemomn cuc-
TEMHOWN LUUHBbI

PCI Express

PCI(5B) u PCI-X(3.3B)

PCI(5B) u PCI-X(3.3B)

Pene 6nokmnpoBku pun-
3M4YeCKMX KaHasoB

Tpu pene ycrtaHoBne-
Hbl N0 YMONYaHUIO

Bo3MoOXHa ycTaHoBKa
3-X pene no 3axkasy

Bo3MoOXHa ycTaHoBKa
2-X pene no 3akasy

BO3MOXHOCTb Nepenpo-

rpaMMUpOBaHMUS + + +
TaiMep peanbHoro Bpe- | YctaHaBnuBaetcs no | Bo3morkHa ycTaHoBKa Bo3MoxHa ycTaHoBKa
MEHU YMOJT4AHUIO no 3akasy no 3akasy

AnnapatHbin 4CH

YCTaHaB/IMBAETCHA Ha BCEX KOHTPO1epax

NHTepdelic RS 232

YcTaHaBnuBaeTcd no

Bo3MoXHa ycTaHOBKa

Bo3MoOXHa ycTaHoBKa

YMOJTYAHUIO no 3akasy no 3akasy
Pene ynpasnexHus nuta- | YcTtaHaBnmBaeTcs no | YcTaHaBnvBaeTcs Mo Bo3MoxHa ycTaHOBKa
HMEM MaTepPUHCKON nna- | yMon4YaHuio YMOJTYaHM1IO no 3akasy

Thbl




8
11443195.012-036 31

BcTpoeHHbIh USB-xocT Bo3MoxHa ycTaHoBKa | Bo3MoOXHa ycTaHoBKa -

no 3akasy no 3akasy

Bce Moandurkaummn BbllleyKa3aHHbIX KOHTPO/1EPOB:

MOryT ncnonb3oBaTtbcss Ha CBT ¢ npoueccopoM n o6bemoM RAM, obecne-
YyMBaOLWNM npuMeHeHue OC Windows
NT/2000/XP/2003/Vista/2008/7/8/8.1/10;

MCNONb3YIOT ANS naeHTUdUKaumm nonb3oBaTenerl NepcoHanbHbie UAEH-
Tnpukatopbl TM DS 1992-1996 c obbemMoM namatn no 64 Kéut, USB-
ycTtponcTtea LUNMKA, nnn cmapt-kapTbel eToken PRO;

MCNOMb3YIOT ANs ayTeHTuduKaumMn naponb Ao 12 cumBonoB. B npouecce
ayTeHTMdUKAUNM LOMNONHUTENBbHO NPOBEPSETCS 3HAYEHWE Kk4ya, 3anu-
CaHHOro B NaMsTb naeHTUdmKaTopa;

6nokunpytoT 3arpy3ky CBT ntobbix BHELWHUX HOCUTENEN;
npeaycMaTpuBatloT perncrpauunto 4o 126 nonb3osaTtesien Ha CBT;

MMelT annapaTHbIN AaTUMK CnydanHbix umcen (OACH) ans kpuntorpadu-
YECKNX MPUNOXEHNN;

MMEIT pa3beM AN BHYTPEHHEro noaka4vYeHus CbeMHUKa MHdOopMaumu
(KOHTAQKTHOro yCTPOWCTBA) K KOHTPOMNepy;

obecneumBaloT KOHTPOJSIb LENOCTHOCTM MporpamMM, AaHHbIX, CUCTEMHbIX
obnacren XecTkmx OUCKOB, pa3AenioB U KKYENn CUCTEMHOrO peecTtpa, a
TakKXXe KoHpUrypaumm texHudeckmx cpeacts CBT no 3arpyskum OC;

WMeKT BHYTPEHHIOK 3HEProHe3aBMCUMYIO MaMsAaTb A8 XPaHEHUS AAHHbIX
0 3aperncTpmpoBaHHbIX MOSIb30BATENAX U XYypHana perucrpaumm cobbl-
™n;

AO0NYyCKalT n3MeHeHue BCTpoeHHoro MO (TexHonornyeckun pexmm) 6e3s
3aMeHbl annapaTHOM YacTu KoMmnaekca (nnaTtbl KOHTponnepa);

obecneumBaloT pexuMm pgosepeHHon 3arpy3km OC (BbiNnoONHEHWE npoue-
Ayp wnaeHTudukaumm/ayteHTudumKkaunmm nonb3oBaTens, KOHTPOJSb Leno-
CTHOCTK annapaTHon 4yactu CBT, cucTteMHbiX dannos, NporpamMm M naH-
HbIX Ha annapaTHOM ypoBHe a0 3arpy3ku OC);

AOMNYCKalT O4YUCTKY 6a3 AaHHbIX B dHeproHesasuMcumon namatu (no-
BTOPHYIO MHULMaNM3aumto) 6e3 BCKpbITUS CUCTEMHOro 6aoka.

CocTtaB koMmmiekca <«Akkopa» (TN KOHTPO/AEepa M CbeEMHUKA WMHOOpMaumu
(KOHTAKTHOrO YCTpPOMCTBA), TUM U KOJMYECTBO MAEHTUHMKATOPOB) onpeaensieTcs
NpWn 3aKase KOMMeKca B COOTBETCTBUU C TpeboBaHMSAMM 3aKasumKka U yKasblBaeTCs

B bopmynspe.
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3. TexHnuyeckme Tpeb6oBaHUA U OpraHM3alMOHHbIEe Mepbl, He-
o6xoanMble ANA NPUMMEHEHUA KOMIJIeKca

3.1. TexHn4yeckue TpeboBaHus

Ons ycTaHOBKM KoMMnekca <«AKkopa» TpebyeTcs cneayowun MUHUManbHbIN
COCTaB TEXHUYECKUX N MPOrpaMMHbIX CPEACTB:

e YycTaHoBneHHasa Ha CBT c ycraHoBneHHoOW 32-6UTHOM onepaunOHHOMN
cuctemon Windows NT, Windows 2000, Windows XP, Windows 2003,
Windows Vista, Windows 2008, Windows 7, Windows 8, Windows 8.1,
Windows 10;

e Hanuume CD ROM gnsa yctaHoBku CINO pasrpaHuyeHuns AoCcTyna;
e Hanuume USB-pasbema’;
e Ha/Mume cYuTbiBaATENS CMapT-KapT?;

e 06BbEM AMCKOBOro npocTpaHcTBa Ans ycrtaHoBku CIO pasrpaHuyeHus
AOCTyna — He MeHee 11 M6;

e Hannyme cBobOAHOro CNoTa Ha MaTepuHCKOW nnaTte ANS YCTaHOBKW KOH-
Tponsepa komnnekca «Akkopa-AMA3». PCI/PCI-X - ans KOHTposnepoB
«Akkopa-5mx» n «Akkopa-5.5», PCI Express pgna kKoHTposnepa <«AkK-
Kopa-5.5ex».

Mpu NpuMeHeHnn KoMmmnnekca «AKKOpA» KOSIMYecTBO Mofib3oBaTesnen, pernct-
pupyemMbiX Ha ogHoM CBT, He AO/KHO npeBblwath 126 4yenoBek, Tak Kak obbem
3HEeproHe3aBMUCMMON MNaMATM KOHTponnepoB komnnekca C3M HCO «Akkopa-AMA3»
NO3BONSEeT XPaHUTb AaHHble Ha Takoe KO/M4ecTBo uaeHTudumkaTopos. MNpu ncnonb-
30BaHUKM KOMMJeKca A/ 3alunTbl CUCTEM TEPMUHANIBHOIO A0OCTYMNa, KOoraa CUHXPOHU-
3aumsa ¢ AM3 oTkNo4YeHa, BO3MOXHa permctpauns o 1024 nonb3oBaTenen.

KonnyectBo U TMN mnaeHTUOUKATOPOB, WUCMOMb3yeMbIX ANS WAEHTUdUKaunm
nonb3oBaTtenen cpeacreamm komnnekca C3UM HCO «Akkopa-AM[3» n3 coctaBa KOM-
nnekca «Akkopa-win32» v. 4.0, onpegensetcs 3aka34ynKoM rMpu noctaBke M yKasbl-
BaeTcs B opMmynspe.

AnnapaTHble CcpeacTBa, MCNOJb3yeMble B COCTaBe KoMMiekca «AKKopa» Mpo-
BEpeHbl HA COBMECTMMOCTb MNpaKTUYECKM CO BCEM AOCTYMHbIM pa3paboTymKky npo-
rpaMMHoO-annapaTtHbiM obecnevyeHnem CBT kak 3apybexXHOro, Tak n oTe4eCTBEHHOro
npounssoactea. CoBMecTMMOCTb obecneumBaeTcss NpaBuIbHOM YCTAaHOBKOWM U Ha-
CTPOMKOM KOMMeKca.

U B cnyyae ucnonb3oBaHua B KayecTtBe uaeHTudukaTopa ycrtpoictea LUUMNKA wunn TM-

cunTbiBaTEns ¢ uHTepdericom USB
2) B cnyuyae ncnonb3oBaHMs cMapT-KapT B KayecTBe naeHTudukaTopa
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3.2. OpraHM3ayoHHble Mepbl?!

Ana a3ddeKTMBHOro NpuUMeHeHUsa KOMMJeKca U nogaepXaHma HeobxoanmMoro
YPOBHS 3awmieHHocTn CBT 1 nHdopMaunoHHbix pecypcoB AC HeobxoanMbI:

dusmnyeckasa oxpaHa CBT n ero cpeacrts, B TOM Yncne nposeieHne mepo-
NPUATMI NO HEeLOMYLWEHMIO N3bATUSA KOHTposepa komnnekca C31M HCA;

Hannuyme agMuUHUCTpaTtopa 6e3onacHocTn MHdpopmaunn (cynepsusopa) -
NPUBUNErMPOBAHHOIO Nosb30BaTeNs, MMeloWwero ocobblt cTtatyc n abco-
NIOTHbIE nMonHoMo4uns. AaMmHuctpatop BU nnanmnpyet 3awmty nHdopma-
UMM Ha npeanpumatunm (ydpexaeHuu, doupme n T.4.), onpeaenseTr npasa
AOCTyrna nosib30BaTeNIIM B COOTBETCTBMW C YTBEPXAEHHbIM [MnaHoM 3a-
LWKNTbI, OpraHnU3yeT YCTaHOBKY KoMmnnaekca B CBT, akcnsyaTauuto U KOH-
TPO/sb 3@ NMpaBu/ibHbIM Mcnosib3oBaHmem CBT ¢ BHeApPEeHHbIM KOMMAEKCOM
«AKKOpA», B TOM 4ucne, yder BblAgaHHbIX NaeHTudurkaTopos, oCyLecTs-
NSeT nepuoamyeckoe TeCTMpoBaHMe CPeACTB 3aluuTbl KoMnnekca. bonee
noapobHo 0643aHHOCTM agMMHUCTpaTopa B no npuMeHeHUto KoMnaekca
N3n0XeHbl B PykoBoacTBe agMuHucTpatopa (11443195.4012-036 90).

ncnonb3oBaHue B CBT TeXHUYECKNX M NPOrpamMMHbIX CpeacTs, cepTudun-
uMpoBaHHbIX Kak B Cucteme NOCT P, Tak n B C3MU.

1) Bonee noapo6HO npuseaeHbl B «PykoBoACTBe aaMUHUCTpaTopa» (11443195.4012-036 90)
n «PykoBoactBe onepatopa» (nonb3oatens), 11443195.4012-036 34 n apyrux AokyMmeHTax 2 Ha

KOMMNekKc.
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4. OcO6eHHOCTM 3aLMUTHbIX (PYHKLMNA KOMIJIEKCa

Komnnekc C3U HC[ «Akkopa» obecneuymBaeT 3awuTty uMHdpopmauumm no 3-my
knaccy ans CBT! 1 BO3MOXHOCTb MCMOJb30BaHMA AN 3alnTbl MHpopmaummn B AC oo
Kfaccos 3awmuweHHoctn 16, 2A, 3A n B UCIMNAH go 1 knacca BkA4YUTENbHO, 6€3
N3MEeHeHUs paHee NpuobpeTeHHbIX NMPOrpaMMHbIX CPeACTB.

3aWwnTHble PYHKUMW KOMMNEKCa peann3ytoTca NpMMeHeHUEM:
1) Ancumnnntel 3awmtbl oT HCA CBT, Bkato4vas:
e KMAEHTUdUKAUMIO NONb30BaTeNs N0 YHUKaNbHOMY aeHTudukaTopy;

e ayTeHTUdMKaUMIO C y4eTOM HeobXoaAMMON ANMHbBI NApPOsS U BPEMEHU €ro
XU3HW;

e annapatHbin (A0 3arpy3kum OC) KOHTpPOSb LESIOCTHOCTU TeXHUYeCKuX
cpeacts CBT, nporpaMM 1 AaHHbIX Ha XECTKOM aAucke (B TOM 4ymucne cuc-
TeMHbIX obflacten AMcka n moaynen NporpaMMHOM 4YacTu KoMMnekca);

e oOrpaHu4yeHme BpeMeHu goctyna cybbekta kK CBT B COOTBETCTBMM C yCTa-
HOBJIEHHbIM PEXWUMOM paboTbl NO/b30BaTENEN;

e O/NOKMPOBKY HeECaHKUMOHMPOBAHHOM 3arpy3ku CBT C oT4yyXAaembiX HO-
cutenen (FDD, CD-ROM, ZIP-drive, USB-disk n gp.).
2)Mpouenyp 6/10kMpoOBaHMSA 3KpaHa M KnasBuaTypbl MO KOMaHAe Monb3oBaTens
WU N0 UCTEYEHMUIO YCTaHOBJIEHHOrO MHTEepBasia «HeaKTUBHOCTU» MONb30BaTesNs.

3)AncumnauvHbl pasrpaHUYeHns AOCTyna K JIOKaJbHbIM U CeTeBbIM pecypcam
CBT B cooTBeTCTBMM C ycTaHoBseHHbIMU MNP 1 onpeanensiembiMu atpubytamm A0OCTy-
na, KOTopble yCTaHaBAMBAOTCA aAMUHUCTpaTopoM B/ B COOTBETCTBME Kaxaon nape
«cybbekT goctyna - o6beKkT f4OCTyrna» Npu perncrpaumm nonb3oBaTenen.

Komnnekc C3N HC «AkkopAa» NO3BONASAET aAMMHUCTPATOPY MCMOSb30BaTh Kak
ONCKPELMOHHbIN, TaK U MaHAATHbIM MeToAbl pa3rpaHnyeHunst goctyna. MNpu ncnonb-
30BaHUM MaHAATHOrO AOCTyrnMa C KOHTPOAEM npoueccoB (MCNOAHSAEMbIX MoAysen)
BbINOJIHAETCSA npoueaypa ynpasseHns noTokamMu nHgopMmaumun. AAMUHUCTPATOpP MO-
XeT npeaoCcTaBuUTb NOSb30BaTesto BbIOOp YPOBHS AOCTYyNa 3anycKkaeMown 3ajayun, unm
Bbl6Op YpPOBHS KOHMUAEHLUMANBHOCTU BCEW ceccum nonb3osaTens. [JaHHbIn Mexa-
HM3M no3sonsieT obpabaTbiBaTb AOKYMEHTbl Pa3HOro YpoOBHSA KOHUAEHUMANIbHOCTH
oAHMM HabopoMm npuknagHoro MO 6e3 yxyalweHns HALEXHOCTU 3aWMTHBbIX MeXaHn3-
MOB.

4)AncumninHel ynpasneHunsa npoueaypamm BBOAA/BbIBOAA HA OTYYyXAAeEMble
HocuTenu mHdopMauun. JOMNoNHUTENbHO AN KaXKAoro nosib3oBaTensi KOHTPoAupy-
€TCH CNUCOK pa3peléHHbiXx USB-ycTtponcte 1 SD kapT B COOTBETCTBUM C UX YHMU-
KasibHbIMU NAEHTUPUKALNOHHBIMW HOMEpaMU.

5)dncunmnanHbl KOHTPONS AO0CTyna K AboMy YyCTPOMUCTBY, WAM KNaccy YCT-
POWNCTB, AOCTYMHbIX B «[Ancnetyepe yctponcte» Windows, B TOM 4yucne nocnenosa-
TeNbHbIX N NapannencHbiX noptos, ycrtponcts PCMCI, IEEE 1394, WiFi, Bluetooth un

np.

! no knaccudukaummn PL. C60pHUK PyKOBOASLIMX AOKYMEHTOB MO 3aliuTe MHPOpMaLmMmM oT He-
CaHKUMOHMPOBAHHOro gocrtyna. - M.: Foctexkommncemsa Poccum, 1998
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6)AncumnnmnHbl rapaHTUPOBaHHOM OYMUCTKM OrnepaTMBHOM MaMsaATU WU OCTaTOY-
HOW MHMOPMALNN Ha XECTKUX ANCKAX U BHELWHUX HOCUTENSX.

7) ANCUMNNVHbBI KOHTPO/IS BbIBOAA HA MevyaTb JI0OKYMEHTOB U3 06bIX NporpaMm
M NPOrpaMMHbIX NAKETOB M aBTOMATUUYECKON MapKMPOBKM MeEYATHbIX JINCTOB CReLM-
anbHbIMW NoMeTKaMu, rpudamm n T.4. Mpouecc neyaTn NPOTOKONUPYETCA B OTAENb-
HOM XYypHane (co34aéTca yyeTHas KapToyka JOKYMEHTA).

8)Perncrpaummn KOHTpoMpyembix CcobbITU, B TOM 4YMCNe HEeCaHKLUMOHUPOBAH-
HbIX AENCTBUIW MOsib30BaTesien, B CUCTEMHOM XYypHase, A0CTyn K KOTOpPOMY npenoc-
TaBnaeTca Tonbko AaMuUHUCTpaTopy b.

9) AvcumnnuuHel 3awmtbl oT HC cncteM TepMMHanbHOro Aoctyna, PyHKUNOHN-
pylowmx Ha 6asze TepMUHaNbHbIX CNYX6 ceTeBbiX onepaunoHHbiX cucteM Windows um
nporpaMMHoro obecneudeHuss komnaHmm Citrix Systems ansa TepMuMHanbHbLIX cepse-
pOB.

10) KOHTpPONS UEeNOCTHOCTU KPUTUYHLIX C TOYKW 3peHUss MHPOPMaLMOHHOM
6e3o0nacHOCTM NporpaMM M AaHHbIX (AUCUMMAUMHBLI 3alWUTbl OT HECAHKLMOHUPOBAH-
HbIX MoaAudukaumi). KpoMe npoueanyp, BbIMOSHAEMbIX KOHTPOJIJIEPOM KOMMIEKCa, B
NpOrpaMMHOM 4YacTu KOMMJIEKCa BO3MOXHa NMpoBepKa LeNoCTHOCTM NMporpaMm m AaH-
HbIX MO WHAMBUAYANbHOMY CMWUCKY A8 OTAENbHOro nosb3oBaTensd, WAM rpynnbl
nonb3oBartenen. MNoacucreMa KOHTPONS LEeNOCTHOCTU MpeaycMaTpuMBaeT KakK CTaTu-
YeCKMMU CNUCOK (NpoBepKa BbINOJIHAETCS OAHOKPATHO B Hayane ceaHca, a ganee C
NepuoaANYHOCTbIO, 3a4aHHOM aAMUHUCTPATOPOM), TakK N AMHAMUYECKUN CNUCOK, Mpo-
BepKa N0 KOTOPOMY BbIMOJSIHSAETCS NpU KaXKAoM 3arpy3ke KOHTpoAupyemoro garna B
onepaTtuBHY MamaTb. [Na CTAaTUYECKOro KOHTPOSS aAMWUHUCTPATOP MOXET BKIIO-
YNTb AOMNONHUTENbHYIO PYHKLMIO BOCCTAHOBIEHNSA NOBpeXAeHHOoro danna.

11) AucumnnuHbl GYHKLUNOHANBbHOIO 3aMblKaHMs MHDOPMALMOHHbBIX CUCTEM,
T.€. CO3aHusa M30JIMPOBAHHOM NPOrpaMMHON cpefbl 3a CYET UCMOb30BaHUS 3alMT-
HbIX MEXaHW3MOB KOMMIEKca.

12) BO3MOXHOCTM BCTpamMBaHWSA WAN COBMECTHOr0 WCMNO/b30BaHUA ApYrux
CpeacTB 3aluTbl MHDOPpMaUNK, B TOM YUCe Kpuntorpaduyeckmx.
13) [Apyrux MexaHu3MOB 3alUunTbl B COOTBETCTBMM C TpeboBaHUAMWU HOpMa-
TUBHbIX AOKYMEHTOB no 6e30nacHOCTU MHQOpMaLunun.
KoMmnnekc «AKKopA» MOXET NPUMEeHATbCA B MPOU3BOJIbHOM U (PYHKUMOHANbHO
N30/IMPOBAHHON NporpamMMHoON cpeae, obecneymsas rnpu 3TOM:
e 3aLUNTY OT HECaHKUMOHMPOBaAHHOrro goctyna K CBT 1 nx pecypcam;
e pasrpaHuyeHme aoctyna K pecypcam CBT, B T.4. K BHEWHUM YCTPOWUCT-
BaM, B COOTBETCTBMM C YPOBHEM MOJSIHOMOYMWN NOJSIb30OBATENEN;

e 3aWMTY OT HECAaHKUMOHMPOBAHHbLIX MOoANMUKALWNIA MPOrpamMMm M AaHHbIX,
BHeApEHUS pa3pylalowmnx nporpamMmMHbix Bo3aencrtemii (PIB);

e 3aWMUTY OT HECAaHKLUMOHMPOBAHHOIO U3MEHEHNS KOHMUrypaumm TexHuye-
CKUX U nporpamMMHbIx cpeacts CBT;

e (dyHKUMOHaNbHOE 3aMblKaHNe MHDOPMALIMOHHBIX CUCTEM C UCKTIOUYEHUEM
BO3MOXHOCTN HECaHKLMOHUpOBaHHOro Bxoda B OC M 3arpy3ku C BHeL-
Hero HocuTens;

e perncTpaumio 4encTBmMi Nonb3oBaTeNnem B CUCTEMHOM XYpHane, A0CTyn K
KOTOPOMY MpeaocTaBnsieTcs ToNbKO agMUHUCTpaTopy BU.
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B komnnekce «AKKopA» WUCMO/b3YKTCA U HEKOTOpble AOMOJHUTE/IbHbIE MeXa-
HU3MbI 3awnTbl oT HC[ k CBT. Tak, B 4aCTHOCTMK, AN NoNb30BaTeNs agMMHUCTPATOp
BV MoXxeT yCTaHOBUTbL:

e BpEMS XW3HW Mapoas N ero MMHUManbHY AJIMHY, NMPaKTUYECKU UCKIII0-
YMB TEM CaMblM BO3MOXHOCTb 6bICTporo ero noabopa (MpunoxerHue 3);

e BpEeMeHHble orpaHumyeHnsa ucnonb3oBaHma CBT ansa nonb3osaTtenen ny-
TEeM onpeneneHnsa n ycTaHoBKM aaMMHUCTpaTopoM BU nHTepBana Bpeme-
HW No AHAM Heaenwn (C ANCKPETHOCTb 30 MMH), B KOTOPOM pa3pelleHa
paboTa Ansa AaHHOro nosb3oBaTens;

e MapaMeTpbl yrpaB/ieHUs 3KPaHOM — ralleHue 3KpaHa yepe3 3apaHee on-
pefeneHHbI MHTepBas BpeMeHu (B clyyae, eciiv B TeUeHUe YKasaHHOoro
MHTEepBana AelCcTBUA onepaTopoM He BbIMOSHSANCL). BO3MOXHOCTb Npo-
[IOJIXeHUS paboTbl NMPeAoCTaBSETCS TOJIbKO MOC/e NpOBEeAEHUS MOBTOp-
HOM naeHTMdUKaUMM NO NepcoHanbHOMy MaeHTuduMkaTopy Mnofib3oBaTe-
ns;

e ojayy COOTBETCTBYIOLIMX 3BYKOBbIX M BM3YyaslbHbIX CUIHaNOB Mpu Mno-
NbITKaX HeCAaHKLUMOHMPOBAHHOro aoctyna k CBT 1 Kk nx pecypcam.

BHUMAHME! lNpumeHeHne komnnekcoB C3W HCL cemelictBa «Akkopa»™ co-
BMECTHO C CepTM(PUUMPOBAHHbIMMU NPOrPpaMMHbIMK CpeaACcCTBaMu KpuUnTorpaduyeckom
3awmTbl UHGOopMaunm (CK3UM) no3BosseT 3Ha4YUTENbHO CHU3UTb Harpy3skKy Ha opra-
HM3AUMOHHbIE MEepbl, OMnpeaesieHHbie YCNOBUSMU MPUMEHEHUS 3TUX CcpeacTs. [pwu
3TOM KJ/lacC 3alMWLEHHOCTUN HE CHUXKAETCS.
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5. NocTpoeHue cucteMbl 3alnTbl MHPOpPMaLIMM HA OCHOBE
KOMMJieKca

MocTpoeHne cuctembl 3awWwmTbl MHPOPMAUUKM C MCMNOSb30BaHMEM KOMMEKCca
«AKKOpA» W ee B3auMMOAEeNCTBMEe C nporpaMMHo-annapaTHbiM obecrneyeHnem CBT
NnoKa3aHbl Ha pUCcyHke 1.

ZamumenHas [I9BM (PC)

Kountpomnnep
“Axkopa”

< BIOS
Ipuknanuas Snpo 3amuTe KOHTpoJIepa >
3ajada KOMIJIeKca “Axkopna”
“AKKOpI- oc
NT/2000” Windows — 4
NT/2000/XP

<—»| Mountop |[@=P /2003
pasrpaHuYeHUs A 4 Dusndeckue

J0CTyna B Main BIOS ycTpoiicTBa
cpene Windows

Mopt unen-
TH(HUKaTOpa

Npentudukarop

\ 4

PucyHok 1 - [NocTpoeHne cucTteMbl 3amTbl MHPOPMaLMM C NOMOLLbIO KOMIJIEKCa «AK-
Kopa»

3awmTta nHpopMaumm C UCNoNb30BaHNEM CPeaCTB KOMMJIeKCa OCHOBaHa Ha 06-
paboTke cobbITUN, BO3HMKAKOLWKMX NpU obpalleHnn NpuKIagHbIX NporpamMm Uam cuc-
TeMmHoro MO k pecypcam CBT. CpeacTBa KOMMekca nepexsaTbiBalOT COOTBETCTBYHO-
lMe NporpaMMHbie U/mMnu annapaTHble NpepbiBaHUSA, aHaaAM3MPYOT 3anpoc U B 3a-
BMCUMOCTU OT COOTBETCTBMS MOJIHOMOUYMN cybbekTa aoctyna (Mnm ero npukKiagHom
3a4a4un), nnbo paspelwatoT onepaunoHHom cucrteme o6paboTky 3Tnx cobbitu, nnbo
3anpewatoT (NnepenatoT onepaumMoHHOM cMcTeMe Ko ownbkm).

KoMmnnekc «AKKOpA» COCTOUT M3 cobcTBeHHO cpeacTs 3awmnTtbl CBT ot HCA un
CpeAcTB pasrpaHuUYeHus AOCTyrna K ee pecypcaM, KOTOpble YC/IOBHO MOXHO npeacTa-
BUTb B BUAE 4YeTblpex B3auMOAEUCTBYHOLWMX Mexay cobon noacmucrtem (Puc. 2.) 3a-
LWMTbl MHDOPpMaLMN.

MporpEmMMHO-SMNSEATHER KOMANERS ChencTE
SAWMTE! MHGpOpMaLMM 0T HIZI
"arKopg"

CpencTea sawmTel N3EM 0T HecaHKUWOHMPOEAHHOND QoCTy NS

—| CheqcTEa pasrpaHKMHEHMA QocTyna |—

MogcHcTema MogcHcTema MogocucTema OTERBITEIA
YpAENeEHMA PErMCTRALMM K ofecneYeHrA MHTepchedc gna
QOCTYNOn YHETS UENDCTHOCTH NOACHMCTEMBI
. I , KEMMATOSEWMTE
MogcrcTema MogcHcTema
WMAEHT MM AL HI- pasrRaHKMYEHMA
AW TEHT MR ZL MK [ocTYNa

PucyHok 2 — CocTtaB KOMIMJIeKca «AKkopAa»
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5.1. MNoacucrema ynpassieHUs 4OCTYNOM

MpeaHa3HayeHa ans 3awunTtbl CBT oT NocTopoHHUX' nonb3oBaTenemn, ynpasne-
HMS 4OCTYNOM K o6bekTaM AOCTyrna v opraHmM3aumm COBMECTHOrO MX UCMOJIb30BaHUS
3aperncTpMpoBaHHbIMM MOJIb30BATENSAMU B COOTBETCTBUM C YCTAHOBJIEHHBIMU NpaBu-
namu pasrpaHudeHus goctyna (MPA).

3awmTa OT NOCTOPOHHMX Nosb3oBaTenen obecneuymsaeTcs npouesypamm UaeH-
Tndburkaumm (cpaBHeHWe npeabsBneHHoro NaeHtndukatopa € nepeyHeM 3aperncr-
pupoBaHHbIX Ha CBT) v ayTeHTUdUKauun (noaTBepXaeHne MpuHaLNeXXHOCTU AaH-
HOro MaeHTUudMKaTopa AaHHOMY MOJSb30BATEsND) C 3alUMTOM OT pacKpbITUS Napons.
Ona naeHTudukaumn/ayTeHTMdUKauUnMmM nonb3oBaTesien MCNOob3YHTCA NepcoHasnb-
Hble uaeHTudukaTopbl DS-1992-1996 (Touch memory-«lamMaTb KacaHus»), USB
naeHtTudukatopsl LUUMKA, nnu cmapT-kapTbl eTokenPro.

B koMnnekce «AKKOpA» peann3oBaHbl NPUHLMUMbI AUCKPELMOHHOIrO M MaHAaaT-
HOro ynpasneHusa AocTynoM. MNMpun ncnonb3oBaHNMM AUCKPELIMOHHOIO yrpaBneHus 3a-
PErmcTpMpoBaHHOMY MNOJIb30BaTENO YCTaHaBAMBAOTCS NpaBa AOCTyna No npuHumMny
perncrtpaunm «b6enoro cnucka» paspelleHHbIX K 3anycky nporpamMm (3agad) v AaH-
HbIX, @ TAKXe «4epHOro CNMckKa» 3anpeLeHHbIX pecypcoB, KOTOpblie NponuChLIBatoTCS
B MPA. MNMpn ncnonb3oBaHMM MaHAATHOroO ynpasaeHusa nosib3oBaTtento (cybbekTy) yc-
TaHaB/MBAETCH YpOBeHb A0CTyna, a 06bekTy (AaHHbIM UM 3aj4aye) npuceBamBaeTCs
MeTKa pgoctyna (rpud). MNpu 3anpoce nosib3oBaTens Ha A0CTyn K 06bekTy, B 3aBu-
CMMOCTU OT YPOBHS MOSIHOMOYMI MOMb30BaTeNs, pa3peLllaeTcs Uan 3anpewaeTcs 3a-
NPOLUEHHbLIA TN AO0CTyrna. BO3MOXHO MCNOMb30BaHME OAHOBPEMEHHO ABYX MeXaHMu3-
MOB A0CTyna.

HacTponka noacucreMbl pa3rpaHUyeHnsa AOCTYNOM KOMMNJIeKca oCyLlecTBNseTCs
aagMuHucTpatopoM bW ¢ ncnone3osaHmem nporpamMmmbl ACED32, cM. JOKYMEHT «YCTa-
HOBKa MnpaBwui pa3srpaHunyeHns goctynom. lNporpamma ACED32» (11443195.4012-
036 97), BXoA4sWMI B COCTaB 3KCNAyaTauMOHHOM AOKYMEHTALMM Ha KOMMEKC.

5.2. MoacucreMma perncrpauymm m yyera

MpeaHasHayeHa 4nsa perncrpaumm B CUCTEMHOM XypHane cobbiTuin, obpabatsl-
BaeMbIiX koMmnnekcoM C3M HCO «Akkopa-AM3» M NoaCUCTEMOW pasrpaHUYeHus
aoctyna «Akkopa-Win32» v.4.0. MNpu pernctpaumm cobbiTUM B CUCTEMHOM XXYpHane
yKa3blBalOTCH:

e JaTa U BpEMH cobbITns;
e M4 MNMOJIb30BAaTEsIA, OCYLWLECTBNAKLWEIro permctpmnpyemoe nencreue;

e [NEeNncTBus nosnb3oBaTensa (cBeaeHms 0 BXoae/BbixoAe Nosb3oBaTens B/u3
CUCTeMbl, 3anycke nporpamMm, daktax HC v apyrue cobbitns.).
NMepeyeHb perucTpupyembix cobbiTUi, MX onucaHume npmeBoamuTCca B «PykoBo-
ACTBe aagMmHucTpatopa» (11443195.4012-036 90).

PaboTa C CUCTEMHbIMM XYpHasiaMU OCYLLECTBASETCA C MCNOJSIb30BAHMEM MpPO-
rpammbl LOGVIEW.EXE, cM. aokyMeHT «llogcucrtema permcrtpaumu. lNporpamma pabo-

Y Moa NOCTOPOHHUMM MONb30BaTENSIMM MOHMMAIOTCS BCE NULA, HE 3aperncTpupoBaHHble B
cucteme (He uMeroLlme 3aperMcTpupoBaHHOro B KoHkpeTHoM CBT UaeHTudukatopa)
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Tbl C XypHanamu peructpaumm «LogView» (11443195.4012-036 99) nu3 kKoMmnnaekTa
3KCNayaTauMoOHHON AOKYMEeHTauuMn Ha KOMMekKC.

BHUMAHME! [locTyn K CUCTEMHOMY >XYpPHany BO3MOXEH TOJIbKO ANA aAMUHWU-
ctpaTtopa bW (cynepsusopa).

5.3. Moacucrtema obecneyeHns LENTOCTHOCTH

MpeagHa3sHavyeHa Ans8 UCKIIYEHUS HEeCaHKUMOHMPOBAHHbIX Moaudukaumm (Kak
CNy4YamHbIX, TaK W 370YMbIWAEHHbIX) KOH(MUrypauum TexHudeckmnx cpeancts CBT,
nporpamMMHoun cpeabl, obpabaTtbiBaemon nHdopmaumm, obecneynBas Npm 3TOM 3aLlu-
Ty CBT OT BHeApeHMS NpOorpaMMHbIX 3akjiaaoK U BUPYCOB.

KOHTpPO/1b LENOCTHOCTN B KOMIMJIEKCE peann3yeTcs:

NPOBEPKOM LLENOCTHOCTU KOHpUrypaumm TexHuuyeckux cpeacts CBT ne-
pea KaXablM ceaHcoM paboTbl Nonb3oBaTeNs;

NPOBEPKON LIE/TIOCTHOCTU Ha3HAUEeHHbIX A/ KOHTPOJSS CUCTEMHbIX hai-
/0B, NMOJIb30BATENbCKUX MPOrpaMM U AaHHbIX;

NCKJTIOYEHMEM BO3MOXHOCTWU MCMnosb3oBaHua CBT 6e3 KOHTpos/iepa KoM-
nneKkca;

MEXAHM3MOM CO3[aHUs U30/IMPOBAHHOW MNPOrpaMMHON Cpeabl, 3anpe-
LLAOLWEN 3anyCcK HepaspeLleHHbIX NPOrpamm.

DYHKUMOHMPOBaHME noAacucTeMbl obecnevyeHUs LENOCTHOCTM B KOMMJeKcax
C3U HC[ cemencrtBa «AKKOpA» OCHOBAHO Ha MUCMNO/b30BaHUW CAeayroWwmMxX MexaHns-

MOB.

Npu NMpPOBEPKE Ha LIESIOCTHOCTb BbIUMCASIETCS KOHTPOJSIbHAs cyMma dau-
/TOB U CPpaBHMBAETCS C 3TANOHHbIM (KOHTPO/IbHbLIM) 3HAUYEHUEM, XpaHs-
wmMca B 6ase AaHHbIX Nosib30BaTesie. DTU AaHHble 3aHOCSTCS B 3Hep-
rOHE3aBUCUMYIO MaMsATb KOHTPO/Iiepa  KOMMJEKca MNpu perucrpaunu
Nosib30BaTeNa U MOTYT U3MEHATLCS B Npouecce akcnayaTaummn CBT;

ANS UCKAK4YeHus ¢akToB He obHapyxeHus moaudukaumm danna wuc-
NONb3YeTCA CAOXHbIA anropuTM pacyeTa KOHTPOJIbHbIX CYMM,

3awmTta oT MoauduKauum MporpaMMbl pPacyeTa KOHTPOSIbHOW CYyMMbl
obecrneymBaeTcs TEM, UTO OHA XPAHUTCA B MAMATU KOHTPOJIEPA KOM-
nneKkca;

NP KOHTpPOSE LUENOCTHOCTU MHAMBUAYANbHOIO Crnnucka ¢annoB nosab30-
BaTens pe3synbtupytowas KC XpaHUTCS Ha XEeCTKOM AUCKEe, HO B anro-
pUTMEe pacyeTa UCMOoNb3YeTCH KoY nosib3oBaTtens, 3annucaHHbii B NAEH-
TnpukaTtope;

CEeKpPETHbIN KoY Mnonb3oBatens GopMMpyeTcsa M3 nocnenoBaTeslbHOCTU
CNy4YamHbIX YMCEN N 3annUCbiBAaeTCs B UAEHTUMUKATOP NoAb30oBaTeNs npm
perncTpaunmn. ITOT KUY ucnonb3lyetcs npu Bolpabotke KC 1 ncknrovaer
BO3MOXHOCTb HECAHKLMOHMPOBAHHOMN Mogundukaumm dannos nU3 UHAM-
BMAYaNbHOrO CrMCKa KOHTponmMpyembix hannos.
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5.4. OTKpbITbIN MHTEepdeinc ana nogknrwvyeHna CK3UN

ObecneynBaeT BO3MOXHOCTb MPUMEHEHUSA KOMMJieKCa COBMECTHO C cepTudu-
LMPOBaHHbLIMW CcpeacTBaMn Kpuntorpadunyeckon s3awmtbl nHpopmauumn (CK3U). Mpun
3ToM obecneumBaeTcs BbipaboTKa CAy4YamHbIX MNOCAEeA0BATENbHOCTEN C MOMOLLbIO
ABYXKaHanbHOro annapatHoro ACY, CMOHTMPOBAHHOIO Ha naate KOHTposiiepa KOM-

njiekca.
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6. CocTtaB KOMMNJIeKca

Komnnekc C3N HCA «Akkopa» BKJ/IHOYAeT NporpaMMHbie M annapaTHble cpen-
CTBa.

6.1. AnnapaTHble cpeacTBa

KoMmnnekc «Akkopa» BKto4aeT B cebst annapaTHble cpeactea «Akkopa-AM/3»
(TY 4012-006-11443195-97):

e OAHOMMATHbLIA KOHTPONNEp, yCTaHaB/MBaeMbl B CBOOGOAHbIM CNOT MaTe-
pvHckon nnaTtbl CBT. XapakTepucTuka KOHTpossiepoB kKomnnekca C3U
HCO «Akkopa-AMA3» npuBeaeHa B Tabnuue 1.

e CbEeMHUK MHGOPMALMM C KOHTAKTHbIM yCTponcTBOM (11443195.4012-006
93), obecneumBaowmin MHTEpdENC Mexay KOHTPONEpPOM KOMMeKca U
NepCcOHanbHbIM NAEHTU(UNKATOPOM MNoSib30BaTenNs.

CbeMHUK MHGOPMaUMM MOXKET 6biTb BHELWWHUM — COEANHUTENbHbIA NPOBOA Ha-
XxoauTcs BHe kopnyca CBT M nogkntoUYeHMe OCYLLECTB/ISETCA K 3alHEN NaHKe KOH-
Tponnepa nocpeacTtBoM pasbema RJ-11, M BHYTPEHHUM — COEAMHUTENbHbIA NPOBOA
HaxoauTcs BHYTpu kopnyca CBT, noakitouYeHne OCyLLECTBNSAETCS C MOMOLLbIO pasb-
eMa, HaxoAsiWerocs Ha nnaTe KOHTponepa «AKKopa».

KoHTakTHOE yCTPOMCTBO BHELWHUX CbEMHUKOB KpPenuTcs B yAO6HOM Ans nonb-
3oBaTtens Mecrte (Ha kopnyce CBT, MoHuTOpe, paboueM ctone v T.4.) Npu NOMoOLLMK
KNEeMKOM OCHOBbl. KpenneHme KOHTAKTHOro YCTPOWMCTBA BHYTPEHHEro CbeMHUKa
ocyuwiecTtensietcs 06bIYHO B OTBEPCTUM, BbICBEP/INBAEMOM Ha pe3epBHONM 3arnyluke
anckosoaa nepegHen naHenu CBT, ¢ NOMOWbIO ramkm, nmbo npy>XmMHHOM UNn pesun-
HOBOW LWaNbbI.

e epCoHasbHbIN naeHTudukaTop  nosnb3oBaTens DS 1992-1996
(11443195.4012-006 94). lNpeactasnaet cobon nonynaccUBHOE MUKPO-
NnpoLeccopHoe YCTPOWCTBO, CHabXXeHHoe 31eMeHTOM NUTaHus, B BuAae
«Tabnetkn» amameTtpom 16 MM u TOonwWwMHOM 3-5 MM B yaobHowm nnact-
MaccoBon (MeTannmyeckon) onpaske. Kaxabim TM-uaeHtudukatop 06-
najgaeTt yHuKasbHbIM HOMepoM (48 6uUT), KOTOpbIM POPMUPYETCA TEXHO-
Normyeckn n noggenatb KOTOPbIM NpakTUYeCcKn HeBO3MOXHO. O6beM na-
MSATW, AOCTYMHOM ANS 3anncu M YTeHus coctasnsieT Ao 64 Kéut B 3aBu-
CUMOCTM OT TUNa naeHTndunkatopa. Cpok XpaHeHUs 3annMcaHHON NMHPOP-
Mauunm, obecneuynmBaemblii 3/IEMEHTOM NUTAHUSA, - He MeHee 10 nerT.

e [Ipn MOHTaxe Ha nnate KoHTponnepa USB-nopTa B KayecTsBe MAeHTUduU-
KaTopa MoxXeT mcnonb3oBaTtbcss USB ycTtponcteo LLUUIMKA npousBoacTtea
OKB CAlP, a KOHTaKTHbIM YCTPOMCTBOM CAYXWUT CneunannsnpoBaHHbIN
kabenb.

Moandukaumsa KoHTposiepa U CbeMHUKA MHPOPMaLMM C KOHTAKTHbIM YCTPOM-
ctBoM koMmnnekca C3U HCO «Akkopa-AMIA3», KOAMYECTBO U TUN MAeHTUdUKaTOpoB
nosib3oBaTtesiel U OroBapuBaeTCs B COOTBETCTBMM C TpeboBaHUAMM 3akas3uymka npu
NOCTaBKe KOMMAeKca N ykKasbliBatoTCcsa B popMynspe.
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6.2. NMporpaMMHbIe cpeacTBa

MporpaMMHble cpeaCcTBa KOMMiekca «AKKOpA» BKJOYAlOT:

e [lporpamMmMmHbie cpeactBa komnniekca C3UW HCO <«Akkopa-AMA3» -
BCTpamBaeMoe nporpamMmHoe obecnedyeHne (11443195.4012-006 12

0x)*;
e CnyxebHble (cepBuCHble) nporpaMMmbl komnnekca C3W HCO <«Akkopa-
AM[3»2,
Ta6nuua 2 - CepBUCHbIE NPOrpaMMbl KOMMeKca «Akkopa-AMA3»3
Uma daina HasHauyeHue danna
IP55.EXE Mporpamma o4yncTkM 6a3sbl AaHHbIX Nonb3oBaTener B DHI KoHTponiepa
«AKKopAa-5.5»
IP5x.EXE Mporpamma o4ncTkm 6a3sbl AaHHbIX Nosb3oBaTenen B DHI KoHTponnepa
«AKKopa-5mx»
BIOS Manka ¢ BHyTpeHHUM O koHTponnepos AMA3
DRIVERS Manka c gpariBepamMmun yCTPONCTB (KOHTPOAepoB «AKKOpPA>»)
e CneuunanbHoe MO pasrpaHnyeHnsa goctyna B cpege Windows B cocTaBe:
e SAAPO 3aWMTbl — MPOrpaMMmbl, peanuiayllime 3alnTHble DYHKLUK
KOMMJ1EKCa,

e [porpaMmmbl ynpaBneHUsa 3alUTHbIMKU PYHKUMSAMM KoMnaekca (Ha-
CTPOMKWN KOMMEKca B cooTBeTcTBuu C MPA);

Coctas ClMNMO «Akkopa-Win32» v.4.0 (11443195.4012-036 12) npeactasneH B
Tabnuue 3 .

Ta6nunuya 3 - CocraB CMNO «Akkopa-Win32» v.4.0

(DYHKLIMOHaﬂb- HanmeHoBaHue Ha3zHauyeHue u KpaTKkasi XxapaKTepucTtuka Moayns

HOoe Ha3Haue- MoAaynsa
Hue
nporpamMm
Aapo ACRUN.SYS. S4po cuctemsbl, BbiNOAHEHHOE Kak kernel mode driver.
3awmTbl? Peannsyet yHKUMN MOHUTOpPA pa3rpaHNYeHns AoCTy-

na n obecneynBaeT CTaTUYECKUNA N ANHAMUYECKNIA KOH-
TPOJb LIENTIOCTHOCTM (hannoB/UCNONHAEMbIX MOAYEN.
Tak Xe OH peanusyeT MGYHKLUUM XpaHUTENs 3KpaHa.

! pa3sMewaetca B DHIT KoHTposasiepa Ha NpeanpuaTUM-U3roToBuTeNe Npu M3roToBEHUN KOM-
nnekca.

Y noctaBnseTca Ha auckeTe ¢ O[] Ha KoMnnekc «Akkopa-AM/3», AN Ha KOMMaKT-AuCKe
) noctaenseTtcsa Ha auckeTe ¢ O[] Ha KoMnnekc «Akkopa-AM/A3», AN Ha KOMMakT-AuCKe

* B cBS3U CO 3HAUMMOCTbIO (DYHKLMIA, BbINOMHSEMbIX 3TOM 4acTblo MPOrpaMMHOro obecrneye-
HUS, HEO6XO0AMMO BbIMOSIHEHNE KOHTPOSA LEeNOCTHOCTM A0 3arpy3ku OC ¢ noMoLlbio BHYTpeHHero MO
KOHTposisiepa «AKKopa». PekoMeHAYyeMbIA CIUCOK KOHTPOSIMpyeMbixX dhalifioB NpMBOAUTCS B AOKYMEH-
Te «PykoBoactBo agMuHuctpatopa» (11443195.4012-036 90)
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DyHKLUMOHANDb-
HOe Ha3Haue-
Hue
nporpamMmm

HanMeHoBaHue
MoAayns

HasHaueHMue u KpaTkaa XapaKTepucTuka moayns

ACGINA.DLL

MporpaMMa peanusytowlas npoueaypbl naeHTUdUKa-
unn/ayteHtndukaunm Windows NT, Tak Ha3biBaeMsble,
npoueaypbl winlogon. Mpeacrtasnaer cobori moandm-
Kauuto (wraper) ctaHgapTHon 6ubnmortekn msgina.dll.
OTa nporpamMma HeobxoanMa ANnsa BXoAa B CUCTEMY C
MAEHTUPUKALNOHHBIMW NapaMeTpaMu, NoyYEeHHbIMU
N3 KOHTpoJiepa KoMmnnekca «Akkopa-AMI3», oTcne-
XVBaHWS 3aBeplleHns ceaHca paboTbl Nonb3oBaTens, a
TakXXe Ha4vana HOBOro ceaHca paboTbl. Tak xe, BbINos-
HaeT dYHKUNM BbIBOAA Ha 3KpaH MHGOpMaLMn, NocTy-
natowen ot ACRUN.SYS.

ACED32.EXE

MporpamMmMa-penakTop nNpaB A4OCTyna nosib3oBaTenen K
obbekTam OC. MNo3BonseT pegakTMpoBaTb CNMCOK NOJb-
3oBaTenen, dopmuposaTb MNP ANs KOHKPETHOro NOSb-
3oBaTens (UCNonb3ys ANCKPELMOHHYO AN MaHAATHYIO
MoAeNb A0CTyna), Ha3HauuTb AOMNOJSIHUTENbHbIE Napa-
MEeTpbI.

ACUSRMOD.DLL

Bubnuoteka ans nepexsata paboTbl C kKINMN60PAOM U
NpUHTEPaMM

MporpamMmeil
ynpasrieHus
(HacTpolikn)

ACED32N.HLP

Cnpaska gnsa nporpammbl ACED32.EXE

ACCORD.INI

®ann, coaepxalmii onnucaHne KoHpUrypaumm n Ha-
CTPOEK CUCTEMBI B LIE/IOM

AcHookMK.DLL

bubnnoTteka, ocywecTtensitowas 6JJOKMPOBKY KOMMbIO-
TepHoOW MbiWwKn 1 knasmatypbl CBT, ocHaweHHoro OC
Windows Server 2008, B pexuMe TepMUHanbHON cec-
cum

LOGVIEW.EXE

MNporpamMMa nNpocMoTpa, dunbTpaumm, BbiBoAa Ha ne-
yaTb XYpHanoB paboThl NOsIb30BaTENEN

LOGBASE.EXE

MporpamMMa ansa ynpasneHus XypHanamu rnosiboBarte-
nen (copTupoBKa nNo nosnb3oBaTensM, no gatam, paborta
C apXuBaMu XXypHanoB).

LOGTOPRD.EXE

MporpaMMa Ang aHanu3a XypHasaoB nofib3oBaTenen u
coctasneHugd MNP no pe3ynbTtataM aHanausa.

ACRUNNT.EXE.

NcnonHseMblt MOAYIb MOHUTOPA pasrpaHnYyeHms aoc-
Tyna. ObecneumBaeT cepBuc, Heo6xoanMbIn A9 BbIBO-
A3 Ha 3KpaH norotmMna dupmbl, 6510KMpoOBaHNA dKpaHa
C NOMOLbIO MbILWN U BbiBOAA COOBLLEHMI OT
ACRUN.SYS.

ACSETUP.EXE

Mporpamma akTMBM3auumn NOACUCTEMbI pasrpaHUYeHUst
aoctyna. OcyuwecTBnseT yCTaHOBKY/CHSAATUE NpOrpamMM-
HOWM Y4aCTu CMUCTEMbI 3alLMTbl KOMMJIEKCa, @ TakxXe Us-
MEeHeHMe napaMeTpoB €€ PyHKLUMOHMPOBAHMS

USRTOAZ.DLL

Bbubnnoteka cnHxpoHmsaumnm 6a3 nonb3osatenen AMA3
n ACED32. Vcnonb3yetcs nporpammon ACED32.EXE.

AZIAHLP.DLL

BubnunoTteka, ocywectensowas paboty c 6a3oi gaH-
HbIX nonb3oBaTtenen B DHI KoHTponnepa «AKKOpA-
AMA3». Ucnonb3yetcs bubnmorekon USRTOAZ.DLL.

AMZTONT.DLL

Bubnnoteka, ocywecTBnsaoLWas CUHXpOHM3aumio 6a3sbl
OaHHbIX nonb3oBaTtenen AMIA3 1 y4ETHbIX 3anmcen
Windows NT. Wcnonb3yetca nporpammont ACED32.EXE

TMATTACH.DLL

bubnnoTteka, cogepxallasa rpadunyeckoe npeacrasne-
Hue paboTtbl ¢ TouchMemory. Ucnonb3yeTtcsa nporpam-
moii ACED32.EXE.
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dyHkUuMoHanb- | HauMeHoBaHue | HasHaueHMe U KpaTKasa XapakKTepucTuka Mmoaynsa
Hoe Ha3Haue- Moayns
Hue
nporpamMm

TMDRV32.DLL

BubnuoTteka, oCcywecTBNAET CBSA3b C APaNiBEPOM KOH-
Tponnepa KoMmnaekca «Akkopa-AMA3» n cnyxuT angd
paboTtbl ¢ Touch Memory. Ncnonb3yetca 6ubnuotekoin
TMATTACH.DLL.

TMEXPLOR.EXE

TecToBas nporpamma, cnyxauwas ans nposepku pabo-
TOCNOoCco6HOCTU NiaTthl KoMnsiekca «Akkopa-AMA3»

UNZDLL.DLL bubnnoteka pasapxmBmpoBaHus. Micnonb3lyeTcs nNpo-
rpammon LOGBASE.EXE.

ZIPDLL.DLL Bbubnnoteka apxmBupoBaHus. Micnonb3yeTcs nporpam-
Mo LOGBASE.EXE.

EDS32.DLL BubnuoTteka Bblumcnenmsa KC. Mcnonb3lyeTtcsa nporpam-
moii ACED32.EXE.

AZLOG.DLL bubnnoTteka goctyna K xypHany AM3 n3 nporpaMmsl

LOGVIEW.EXE

ACPRNCFG.EXE

MporpaMmMa HacTpoWKKM NapamMeTpoB MapKUPOBKK neva-
TU NOKYMEHTOB.

ACTSKMNG.EXE

MNporpaMMa MeHeaXepa 3ajay, AOCTYMHbIX AN 3anycka
Nnosb30BaTENIEM B N30/IMPOBaHHON cpee.

MAKEPRC.EXE

lMporpamMa co3gaHns N KOPPEKTUPOBKU CrNCKa UC-
KJTOYUTENIbHbIX NMPOLIECCOB.

ACXALLOW.SYS

[pavisep KOHTpons UMEH 06Lwmx pecypcos!

ACXLMSRV.SYS

[pariBep KOHTpoONs AOCTyna M3 CETU K pecypcaM KOM-
nbloTEpPa, BblAESIEHHbLIM B 06WWMI 4OCTYM.

ACBOOT.SYS

Opaneep ansa nogaepxxku USB-knasuatypbl. Ucnonb3y-
etcsa gpansepom ACRUN.SYS

ACLOCKNT.SYS

Opaneep 6/10KkMpOBKU KnasmaTypbl 1 Mbium B OC Win-
dows NT. Wcnonb3yetca agparisepom ACRUN.SYS

ACLOCK2K.SYS

[pariBep 610KNpoBKKN KnaBmaTypbl 1 Mbiwn B OC Win-
dows 2000/XP/2003/2008/7. Ucnonb3yeTcsa gpanse-
poM ACRUN.SYS

ACPROC.EXE

MporpaMMa ANs aHanM3a XypHanoB Nosib3oBaTenei u
COCTaBJ/IEHUNSA CMUCKOB MCMOJMb3YEMbIX MPOLIECCOB U 3a-
nycKaeMblX Nporpamm

READPRD.EXE

Mporpamma gns npocMoTpa dannos *.PRD

ACCORD.SCR

MporpaMMa XpaHUTensa aKpaHa Cc UHhopMaLuel o npo-
AYKTe

ACRUNVDD.EXE

PesngeHT ana DOS-box, nepeHanpasnsowmn gaino-
Bble onepauun ana aHanusa B gpaieep ACRUN.SYS

ACRUNVDD.DLL

BcnomoratenbHasa 6ubnmnoteka ansa ACRUNVDD.EXE

ACSETUPTC.EXE

Mporpamma Ans yCTaHOBKMW/CHATMS NPOrpaMmMHON 4YacTu
CUCTEMDbI 3aLWMTbl TEPMUHAJIBHOIO K/IMEHTA, a Takxke
M3MEeHEeHUs napaMeTpoB ee MYHKUNMOHNPOBAHMS

USRTOAZ.DLL

Bubnnoteka, ocyLecTBnsaoLWas CUHXpOHM3aumo 6a3
nons3oBatenen AMA3 n ACED32. Mcnonb3yeTtcs npo-
rpammon ACED32.EXE

U NpaiiBep coctouT 13 aByx ApaiBepos: 1. pabotaeT no npuHumny TDI-bunbTpa u NnpuMeHs-
etca B OC Windows NT, Windows Server 2000, Windows XP, Windows Server 2003. 2. ncnonb3syet
TexHonormto Windows Filtering Platform n npumeHnsietca B OC Windows Vista n Bblwe (HaxoguTcs B
kaTanore c:\accord.nt\Vista)
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dyHkUuMoHanb- | HauMeHoBaHue | HasHaueHMe U KpaTKasa XapakKTepucTuka Mmoaynsa
Hoe Ha3Haue- Moayns
Hue
nporpamMm

AZIAHLP.DLL

BubnuoTteka, ocywectensaowasa paboty c 6a3on nonb-
3oBartenen B nnate AMA3. Mcnonb3dyetcsa 6ubnnotekon
USRTOAZ.DLL

AMZTONT.DLL

BubnnoTteka, ocywecTBnsaoLWas CMHXpOHM3aumio 6a3bl
nonb3oBatenen AMA3 n y4yeTHbix 3anmcen Windows
NT. Ncnonb3yeTcs nporpammont ACED32.EXE

TMATTACH.DLL

bubnnorteka, KoTopas coaepXuT rpaduyeckoe npea-
cTtaBneHue pabotbl ¢ TouchMemory. Ncnonb3yeTcs
nporpammont ACED32.EXE

TMDRV32.DLL

bubnnoTteka, ocywecTenstowas CBa3b C ApaliBEPOM
KoHTponnepa AMA3, ansa pabotbl ¢ TouchMemory Ha
TpeTbeM Kosbue paboTel nporpamMm. Ncnonb3lyetcs 6mb-
nvortekonn TMATTACH.DLL

TMEXPLOR.EXE

TecToBas nporpamMa Ans npoBepku pabotocrnocobHo-
ctn nnatel AM3 noa OC Windows

ACCORD.KEY

dann nnueHsnm ans TepMMHaﬂbHOVI BEPCUKN KOMIJIEKCA

VCTMDRV.DLL

BubnuoTteka Ans paboTbl C BUPTyasibHbIMU KaHalaMu.
Ncnonb3yeTcst npu paboTe C TEPMUHANBHLIMU KIMEHTa-
MU

ACRUNTI.EXE

Mporpamma ans BbiBoAa norotmna Gupmbel npu paboTte
TEPMUHAJIbHOI0 KJMeHTa

CSTMDRV.DLL

bubnnorteka, peanuayowas BUMPTyanbHbIA KaHan no
npotokony ICA, Ha CTOpoHe cepBepa

CWSTMDRV.DLL

BbubnuoTteka, peanmsytowas BUpTyasbHblA KaHan no
npotokony ICA, Ha CTOpOHE K/IMeHTa

RDPTMDRYV.DLL

BubnuoTteka, peanusytowas BMpTyasbHblA KaHan rno
npotokony RDP, Ha cTopoHe cepBepa

TMDRVRDP.DLL

bubnnoTteka, peanmaytoLwlas BMpTyanbHbIA KaHan no
npotokosy RDP, Ha cTopoHe KaneHTa

OSCIAPI.DLL

bubnnoteka ana pabotel ¢ USB-ycTpoincrteom LUUIMKA.
Mcnonb3yeTcs Nnpy NpUMEHEHMN B KadecTBe UAEHTU-
dukaTopa nonb3osatens LUNMKA

ACSYNC.EXE nporpamma yteHusi/3anucm 6a3sbl nonb3oBaTenemn B
nnaty (m3 nnatol) AMA3
UNWISE.EXE [MporpamMa ans genHcrannaumm komnoHeHtos CI10
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7. NMpuHuMn paboTbl KOMMIEKCa

Mnata KoHTponsiepa «Akkopa-AMA3» mn3 coctaBa koMmnnekca C3U HC[ «Ak-
KopAa» yCTaHaBnmBaeTcsl B cBO6OAHbLIN CnOT MaTepuHckon nnatel CBT. lMocne peru-
cTpaumn agMmHucTpaTopa 6esonacHocTu MHpopmaumm (Ccynepsmsopa) Npou3BOAUT-
ca 3arpyska OC, yctaHOBKa ApanBepa YCTPOUCTBA W MHCTaNNsaums creunanbHOoro
nporpaMMHoOro obecneyeHmss — NOACUCTEMbI pa3rpaHuyeHus goctyna B cpege Win-
dows Ha xecTkuin anck CBT. AKTMBM3aLMA MOHUTOpPA pasrpaHMyeHus AocCTyna, Ha-
CTpOMKa KOMMJIeKca, perucrpaumsi rnosb3oBaTenien M ycTtaHoOBKA MNpaBusl pasrpaHu-
yeHusa goctyna (MP) BbINOAHAKTCA TONbKO aAMUHUCTpaTopom BU.

Mpwn perucrtpaunm nonb3oBaTesien agMMHUCTpatopoM BW onpepensaTca umx
npaBa AOCTyna: CMMUCOK WMCMNOJIHAEMbIX MPOrpamMMm U MoOAy/en, paspelleHHbIX K 3a-
NYCKY AaHHbIM MOSIb30OBAaTENEM, U CMNUCOK MpaB AOCTyna K obbekTam (pecypcam) C
MCNOSIb30BAHNEM ANCKPELMOHHOIO U/MNM MaHAATHOMO MexXaHu3Ma pasrpaHuyeHust —
CM. «PyKoBOACTBO aaAMUHUCTpaTopa» (11443195.4012-036 90).

C nomowbto ytuautel ACED32.EXE B cneumanbHbin dann AaHHbIX BHOCATCSH
CMUCKN annos, LENOCTHOCTb KOTOPbIX 6yaeT npoBepsATbCs npu 3anycke CBT paH-
HbIM nonb3oBaTenem. locne perncrpaymm Nonb3oBaTENID BblAAETCS HA PyKU nepco-
HanbHbIK MAEHTUDUKATOP, O YEM AENAETCHa 3annucb B XYpHan yyeTa HOCUTENEn UH-
dopmauymu.

OCO6€EHHOCTbIO U, HECOMHEHHO, MPENMYLLECTBOM KOMMNEKCOB «AKKOpA»'" sB-
nseTcs nposeAeHue npoueayp uaeHTUdUKauum, aytTeHTudumKaumm m KOHTpoNns ue-
NOCTHOCTM (annapaTtypbl, annos, CUCTEMHbIX obnacTten gMcka) A0 3arpy3ku onepa-
LMOHHOM cucTembl. DTO obecneymBaeTcs Npu NOMOLWM MUKpoOMNpoueccopa U 3Hepro-
HEe3aBMCMMOW NaMSATU, YCTAHOBJIEHHbLIX Ha MNaTe KOHTposnepa KoMmnnekca. BHyT-
peHHee nporpaMMHoe obecrneyeHme KOHTpoOs/iepa, KOTOpOe BbINOJSIHAET 3TU npoue-
Aypbl, 3aWULEHO OT MoAudUKaumm co CcTopoHbl nwboro MO, ycTaHOBMEHHOro Ha
CBT, T.K. XpaHuTCcsa B 06bnactu namsaTu, 3alLUULWEHHON OT 3anucu.

KoHTponnep «Akkopa-AMA3» wn3 coctaBa komnnekca C3U HCO «Akkopa-
Win32» nonyyaeT ynpasneHue BO BpeMs TakK Ha3biBaemon npouenypbl ROM-SCAN.
CyTb AaHHOM npoueaypbl 3akal4vaeTcs B cneaywweMm — B Npouecce HayanbHOro
cTapTa, nocse npoBepkun OCHOBHOro obopyaosaHus, BIOS komnbioTepa HauuMHaeT
nouck BHewHux M3Y B ananasoHe ot C800:0000 po E000:0000 c warom B 2Kb.
lNMpun3HakoM Hanunuua MN3Y asngeTca Hannuue curHatypbol AA55 B nepBom cnoBe npo-
BepseMoro uHTepsana. Ecnm gaHHbIN npu3Hak obHapyXeH, TO B creaytowem bante
coaepXxutcs anunHa MN3Y B cTpaHuuax no 512 6anTt. 3aTeM BbIYMCASAETCA KOHTPO/ib-
Haa cymma Bcero N3Y, n ecnn oHa KoppekTHa — 6yaeT npousBeeH BbI3OB npoueny-
pbl, pacnonoxeHHoun B MN3Y co cMeweHneM. Takasa npoueaypa 0b6bI4HO MCNONb3YyeTCs
AN MHUUManu3aunum AO0NONHUTENbHbLIX YCTPOWCTB. B kKoMnnekce «Akkopa-AMA3»
Npy BbINOSIHEHUW 3TOW Mpoueaypbl NPOBOAUTCA MAEHTUdUKauMSa/ayTeHTudmKaums
nosb30BaTesid U KOHTPOJIb LEeNOoCTHOCTM, a npu ownbke BO3BpaT U3 npoueaypbl He
NPOMCXOANT, T.€. 3arpy3Ka BbIMOSIHATLCH He byaerT.

Bcs npouenypa maeHtudumkaumm/ayteHTUOUKaALMM N KOHTPOISA LENOCTHOCTHU
3aHMMaeT 30-40 cekyHA (NpU KOHTPOJEe LEeNOoCTHOCTU halnoB BpeEMS YBEINUYNBAETCS
NpONOpPLUNOHANBbHO KOJIMYECTBY N pa3Mepy KOHTPOAMpyeMbiX (panios).
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YCTONYMBOCTb Npoueaypbl ayTeHTUOUKAUUM 3aBUCUT OT ASIMHbI napons (CM.
MpunoxeHue 4). [lonyckaeTcs yCTaHOBKa AJ/IMHbLI Napons Ao 12 cMMBOJIOB, MO YMOJI-
YaHWIO ANnHa napons 8 CMMBOJIOB.

Mpy OCyLWeCTB/IEHNN KOHTPOJIbHbIX MNpoueayp KOHTponnep Kommsekca <«AkK-
kopa-AMI3» mn3 coctaBa kKomnnekca «Akkopa» 6nokupyet 3arpy3ky OC c ntobbix
CMeHHbIX HocuTenen: gnonnu-aucka, CD-ROM un ZIP-drive, USB-disk n ap.

MNocne KacaHus cbeMHMKa MHPOpMaumn NaeHTUUKaTOpPOM BbIMNOSHAETCS Npo-
ueaypa ayteHTudukaummn (BBoA4 Naposisa) nonb3oBatend. [ns nposeaeHus npoueay-
pbl ayTeHTUdMKaUnUM napoab BBOAUTCHA B Buae CUMBONIOB <*>. DTUM npepoTBpalla-
€TCS BO3MOXHOCTb PACKpbITUS MHAMBUAYASIbHOrO MNAaposss U UCNONb30BaHUSA yTpa-
yeHHoro (noxuuweHHoro) aeHtudunkartopa.

[lanee BbINO/IHAETCS MOMUCK CBEPTKU NAEHTUDUKALMOHHbBIX NMapaMeTpoB MoOsb-
3o0BaTtens B 6a3e AaHHbIX KOHTposfaepa. Ecnn npeabsiBNeH 3aperucTpupoBaHHbIN
NaoeHTUdUKaTop M Naposib BBeAeH NPaBUNIbHO, TO BbIMNOJIHAETCS KOHTPOJSb LEeNoCT-
HOCTM 3aLUMLLAEMbIX OOBEKTOB.

Mpn NOMOXUTENbHOM pe3ynbTaTe KOHTPOJIbHbIX Npoueayp nosBasieTcss coob-
weHne «[octyn paspeweH» Ha 3eneHoM oHe 1M NPOU3BOAUTCA 3arpyska orepauu-
OHHOM cucTeMbl. Ecnn npeabsBfieHHbIN Nosb3oBaTeNneM naeHTUUKaTop He 3aperu-
CTpupoBaH B cnucke (coobweHusa «HeponyctuMblh naeHtndukaTop», «Owmnbka yte-
HMA NaeHTudukaTopa») UM HapyleHa LesoCTHOCTb 3awumuaeMbiXx 06bekToB (Co-
obuweHne «HapyweHue uenocTHoCcTU»), 3arpy3ka OC He npowussoauTca. Ona npo-
A0/HKeHns paboTbl NnoTpebyeTca BMewaTeNnbCTBO agMuHUcTpaTtopa bU.

Bce nporpamMmHoe obecneyeHue, peanusylowlee KOHTPOJSibHblE Mpoueaypsbl
(ngeHTUdmKaums, ayteHTndurkaums, npoBepka LenoCTHOCTM) XPaHUTCS B SHeproHe-
3aBMCUMOM NaMATM KOHTpoJIsiepa KoMmnnekca «Akkopa-AMA3». 2Tum obecneumsaeT-
CA 3awWuTa OT paspyllarwmux nporpaMmHbix Bo3genctsmn (PIMNB) kak BCTpOEHHOro
MO koMmnnekca «Akkopa-AMA3», Tak 1 crneuuanbHoro MO pasrpaHnyeHusa AocTyna
koMmnnekca n OC, pa3MewaeMblix Ha XxecTkoM amncke CBT.

Mocne ctapta OC ynpaBneHue nepefnaeTcs «s4py 3aluMTbl» KOMMJIEeKca B CO-
ctae moayns ACRUN.SYS - <«MOHWUTOpa pa3srpaHuvyeHusa [A0CTyrna» m Moayns
ACGINA.DLL - 6mbnmotekn gMHaMM4eCcKom KOMMNOHOBKW MapaMeTpoB A0CTyna MNosb-
3oBaTtenien B Windows ¢ yyeToM pe3ynibTaTOB UX naeHTudukaumm/ayteHTndmnkaumm
komnnekcoM C3N HC «Akkopa-AMA3».

Moaynb ACRUN.SYS npepHasHadyeH gna pasrpaHuyeHus AOCTyrna K pecypcam
CBT B cooTBeTCTBMM C NpaBuNaMun pasrpaHMyeHusd A0CTyrna, Ha3Ha4YeHHbIMU agMu-
HUCTpaTOpOM 6e30MacHOCTN KOMMNEKCA KOHKPETHOMY MOJiIb30BaTesNo.

Moaynem ACGINA.DLL ocyuwecTtBngeTrca nepexsaT CTaHAAPTHbIX 3arnpocoB K
MSGINA.DLL n ux moamdukaumsa ana obecnedveHms paboTbl KoOMnnekca <«AKKopA-
Win32». bubnnoteka ACGINA.DLL ncnonb3yeTt cBeaeHUs O nosib3oBaTene, KOTOopbIi
BbINO/THUA UAEHTUMUKaUMIO/ayTeHTUDUKALMUIO CpeaAcTBaMU KOHTpOI1epa KoMMsiekca
«Akkopa-AMI3». Ha ocHOBaHuMM 3TUX CBeAEHUW paspellaeTcs BXOo4 B CUCTEMY
Windows 3apernctpupoBaHHbIX Nosib30BaTeNnen, u 3anpewaeTcs BXo4 B CUCTEMY He-
aBTOPM30BaHHbLIX Nonb3oBaTtenen. CBeaeHUs O MNosib3oBaTene, KOTOPOMY paspelueH
BX0J4 B cucteMmy, nepegatorca moaynio ACRUN.SYS.

KaxxaoMy nonb3oBaTesito, UAW rpynne nonb3oBaTesell aaMUHUCTpaTop 6e30-
MAaCHOCTM MOXET Ha3HauYuUTb MHAMBUAYANbHbIN CNUCOK dainoB, KOTopble 6yAyT KOH-
TPONMPOBATLCS Ha LENOCTHOCTb MpU BXoAe AAaHHOro nosb3oBaTens B cucTeMy. Me-
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XaHU3M KOHTPOJISA LLeNOCTHOCTU peann3yeTcs npouenypon CpaBHEHUS ABYX BEKTOPOB
ON8 O4HOr0 MaccMBa AAHHbIX: 3TASIOHHOrO (KOHTPOJIbHOrO), BbipaboTaHHOro 3apa-
Hee Ha 3Tane perucrtpaunm nonb3oBaTenen, n Tekyuwero — To eCTb BblpaboTaHHOro
HenocpeACTBEHHO nepes MpoBePKOM. DTaNlOHHbIN (KOHTPOJIbHbINM) BeKTOp Bblpaba-
TbIBA€TCS HA OCHOBE KOHTPOJIbHOW CyMMbl 3alumLLiaeMbix hanioB U CEKPETHOMO KJto-
4Yya nosb3oBaTeNs, KOTOPbIN XpaHUTCA B uaeHTudukatope. Ecnm npeanonaraercs
CaHKLUMOHMpPOBaHHasa Moamdukaumsa 3awuuleHHbIX ¢dannos nonb3oBateneM, TO aj-
MUHUCTPATOP MOXET YCTaHOBUTb pPeXuM nepecyeTa KOHTPOJIbHbIX CYMM MpW 3aBep-
LUeHUN ceaHca paboTbl Nonb3oBaTeNs.

BaxxHon cocTtaBngwowen b6esonacHoctn npum pabote OC gaBndeTca AMHamu4ye-
CKMW KOHTPOJIb LLEe/IOCTHOCTU npoueccoB (3agav) B onepatuBHou namatn CBT. Aamu-
HUCTpaATOp MOXeT 3aJaTb CMUCOK MNpoLeccoB AN AMHAMMUYECKOro KOHTpOSs, U B
npouecce GYHKUMOHMPOBAHMUA KOMMJIEKCa pe3naeHTHas 4yacTb «MOHUTOpa 6e3onac-
HOCTW» MpoBepseT 3arpyXaembln npouecc n obecnevynBaeT onepaTUBHbIN KOHTPOJSIb
LLeSIOCTHOCTM UCNOJIHSAEeMbIX pannoB nepea nepegadvyer MM ynpasnieHusa. TeM caMbiM
obecneumBaeTcs 3awmTa OT NPOrpaMMHbIX BUPYCOB M 3aKnadoK. B cinyyae nonoxwu-
TeNbHOro ncxoaa Nposepkn ynpaenerHue nepegaetca OC n npouecc 3anyckaeTcs Ha
ncrnosiHeHue. lMNMpun oTpuvuaTenbHOM UCXoAe MPOBEPKM 3arpy3ka M 3anyCck 3aZayn He
NPONCXOANT.

KpoMe TOoro, «MOHUTOP pa3srpaHuyeHnsa AOCTyna» OorpaHuymMBaeT AOCTYN MoJib-
30BaTeNnd K pecypcaM, pacrnofioXeHHbIM KaK JIoKasbHbIX, TaK U Ha CeTeBbIX AUCKAX,
B COOTBETCTBUWU C eAMHbIMK NpaBuiamMm pasrpaHundeHusa goctyna (M°PA).

ONna 3awmTbl OT U3BJIEYEHMS MaTbl KOHTpPOJIepa KOMMJEeKca MCNOoJSb3yeTcs
cneumanbHblM MexaHun3M, obecrneumBalolLMn BbiNOSHEHWE HOpManbHOM 3arpy3ku OC
TONIbKO NpW Hanuuuum nnatbl. [pyn OTCYTCTBUM NnaTbl KOHTposanepa 3arpy3ka OC He
BbIMNOJIHAETCS.
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8. NMNocTtaBka KOMIJ1IeKca

Komnnekc «Akkopa-Win32» v.4.0 (TY 4012-036-11443195-2010) noctasns-
eTcsa B cocTtaBe (6a3oBas KoMnekTaums):

1)Komnnekc C3N HCAO «Akkopa-AM/3» B komnnekTte':
2)KOHTposiep «Akkopa» -1 wWT.;

3) CbEMHUK NMHPOpMaLMKM (KOHTaKTHOE YCTPOMCTBO) - 1 WT;
4)nepcoHanbHbin TM-ngeHtndpumnkatop DS-199x - 2wr.

5)CneunanbHoe MO «Akkopa» Bepcun 4.0 (pasrpaHMyeHnsa AOCTyna B cpene
Windows) - Ha CD.

6) BHyTpeHHee MO koHTponnepos AMA3, ApavBepbl nnatbl, yTunmTbl — Ha CD.
7)2KcnnyaTtaunoHHas AokyMeHTaums - Ha CD.

8) ®opmynsap Ha komnnekc C3U HCA (11443195.4012-036 ®0O) - 1 6powtopa.
9) KoMniiekT ynakoBKMW.

! Tvn koHTponepa u ero moauduKaums, CbeMHMKa MHMOPMaLMUM, TUM U KOAUYECTBO Mepco-

HanbHbIX NaeHTndnKaTopoB Nosb30BaTesen OroBapmMBatoTCs NMPU 3aka3e KOMMeKCca B COOTBETCTBUMU
c TpeboBaHMaAMM 3aKa3umKa 1 yKasbiBaloTcs B hopmynsipe
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9. YCTaHOBKa U HaCTpPOMKa KOMIMJeKca

YCTaHOBKa KOMMJIEKCA W ero HacTpohKa C y4YeToM 0COb6eHHOCTer MONUTUKU
MHpOpMaUMOHHOM 6e30MacHOCTN, NpUHATOM Ha obbekTe uHpopmaTmsauum (ON),
OCYLEeCTBNSeTCH, KaK nNpaBuio, cneunanmctamMn no 3awmrte nHpopmMmaumm opraHusa-
umm (npeanpuatus, dUpMbl U T.4.) B COOTBETCTBMM C TpeboBaHMAMKM 3KcnayaTayu-
OHHOM AOKYMEHTauMM Ha KOMMNeKC.

YCcTaHOBKa KOMM/iekca «AKKOpA» BK/OYaeT:

1)YctaHoBky B CBT anmapaTHOM 4acTu KoMnnekca - komnnekca C3U HC[
«Akkopa-AM/3», ero HacTpoWKy C y4yeToM KOHUrypaumm TeXHUYEeCKUX W Mpo-
rpaMMHbIX cpeacts CBT, B TOM uncne, perncrpaunio agMMHmUcTpatopa 6e3onacHoCcTum
nHpopMaummn (MNN HECKONbKUX aAMUHUCTPATOPOB) U Nosb30BaTeNENn.

2)YcTtaHoBKa 1 HacTponka komnnekca C3U HCO «Akkopa-AM/3» ocyliecTtBna-
eTca agMuHucTpatopoM bW B cooTBeTCcTBUKM C «PykoBOACTBOM Mo yctaHoBke [MAK
C3U HCO «Akkopa-AMA3» (11443195.4012-006 98) n «PykoBOACTBOM aAMWHMUCT-
patopa» (11443195.4012-006 90).

3)YcTaHoBKY Ha xecTkmn auck CBT cneuuanbHOro nporpammHoro obecneve-
HUA pasrpaHnyeHns goctyna ¢ CD-ROM un akTMBM3auui NOACUCTEMbI pasrpaHuye-
HUS JocTyna ¢ nomoubio nporpamMmmbl ACSETUP.EXE - ocywecTBnserca agMUHUCTpa-
TOopoM BW B cooTBeTCcTBMM C «PyKOoBOACTBOM MO YycTaHoBke kommnsekca C3UN HCA
«Akkopa-Win32» (11443195.4012-036 98).

4)HacTponKy 3alMTHbIX MEXaHM3MOB KOMMEKCa B COOTBETCTBUM C NpaBuiamm
pasrpaHnyeHns poctyna (MPA) kK uvHdOpMauuu, NpuUHATBIMKM B OpraHm3aumm (Ha
npeanpuaTuu, dpupme n T1.4.) — ocywecTenseTcsa agMmHucTpatopom BU B cooTBeTCT-
BUKN «PykoBoacTBOM agMuHuctpatopa» (11443195.4012-036 90).

5)Peanusaunto opraHM3aunOHHbIX MEp 3alUNTbl, PEKOMEHAOBAHHbLIX B 3KCMN/ya-
TaUMOHHOWM AOKYMEHTALUWM Ha KOMMIEKC.
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10. YnpaBneHue 3awmtom nHcpopmaumm

Co3paHHas CTpyKTypa 3awuTbl MHMOPMaUMM NpU MNPUMEHEHUM KOMMekca
«AKKOpA» AO0/HKHA NOAAEPXUBATLCS MEXAHM3MOM YCTAHOBJIEHUS MOJIHOMOYMM NOSb-
3oBaTtenen MN3BM (AC) n ynpaBneHmeMm mx AOCTYNOM K MHMOPMAUMOHHbLIM pecypcaM
3awuwaemon AC.

[na 3Toro Ha npeanpuaTum (yuypexaeHun, dmpme v T.4.) A0/KHA CO34aBaTbCA
cnyx6a 6e3onacHoctn mHdpopmaumn (CbN) mnn HasHavaTbCA OTBETCTBEHHOE NULO
(aaMuHUCTpaTop 6e30nacHOCTN MHpOpMauUKMKn), Ha KOTOPbIX Bo3araeTcs pa3paboTka
N BBOA B AENCTBME OpraHM3auMOHHO-NPaBOBbIX AOKYMEHTOB Mo npuMmeHeHuto CBT ¢
BHEeAPEHHbIMM CpeacCTBaMM 3allMTbl KoMnnekca <«AKKopa». DTUMKM AOKYMEHTaMu
AOJ/IKHO nNpeaycMaTpmBaThCs BeAeHUe psifa YYETHbIX U O6bEKTOBbIX AOKYMEHTOB.

NepeyeHb OpraHuU3auMoOHHbIX Mep, HeobxoanMbIX ANns obecnevyeHUs KOMMek-
coM «Akkopg» TpebyemMoro ypoBHS 3alunTbl MHPOpMaLMKM, a Takxke PyHKUMN N 0b64-
3aHHOCTU agMMHUCTpaTopa 6e30nacHOCTU MHGOpMaLUMKM 1 NMosib3oBaTenen npuseeae-
Hbl B «PykoBoacTBe aamMumHucTpaTtopa» (11443195.4012-036 90) n «PykoBoACTBe
onepaTtopa (nonb3oBatens)» (11443195.4012-035 34), cOOTBETCTBEHHO.
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11. NpaBoBble acneKTbl NTPUMeHEeHUA KOMMJieKca

MporpaMMHo-annapaTHblie koMmmniekcbl C3W HCA cemelictBa «Akkopa»™ m co-
NyTCTBYOLWAA AOKYMEHTAUMA 3alimileHbl 3aKOHOM Poccum 06 aBTOPCKUX MpaBax, a
TaKXXe nosioxXeHnsMn MexayHapoaHoro [lorosopa. Jllo60e MCnosb30BaHUE KOMMJIeK-
COB B HapylleHMe 3aKoHa 06 aBTOPCKUX MpaBax WM B HapyLUEHWE MOJIOXEHUI SKC-
nayaTauMoOHHOW AOKYMEHTaLMM Ha KoOMMneKc 6yaeT npecnenoBaThCs NpeanpuiaTueM-
N3roTOBUTEJIEM B CUJTy €r0 BO3MOXHOCTEMN.

ABTOpCKME MpaBa Ha AaHHOe u3genune, B TOM YMC/e anmnapaTHble cpeacTtBa u
cneumanbHoe MO, npuHagnexat OKB CAIP (C), Poccua, 115114, r. MockBa, 2-#
KoxxeBHuueckun nep. 4. 12, ten. (495) 994-72-62, cdakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

MpeanpuaTME-N3roToBUTENb paspellaeT genaTtb apXuBHbIE KOMUW MporpamMmm-
HOro obecrneyeHnss KOMMJIEKCOB CeMencTBa «AKkopa»'" ANA UCMOJIb30BaHUSA NoTpe-
buteneMm, KoTopbin npmobpen KOMNNEKC B YCTAHOB/IEHHOM NopsAKe.

Hu npu kakux ob6cTosTenbCTBax MnporpamMMHoe obecreyeHne KOoMMiekca He
JIOJIXHO PacnpoCTpPaHATLCA Mexay ApyruMu npeanpuatuamu (bupmamm) n nuuamu.
YaansTb B npoaykumMm «Akkopa»™ yBeaomseHne o6 aBTOPCKUX MpaBax HU Mpu Ka-
KX 06CTOATENBCTBAX He AOMyCcKaeTcs.

MNpy He06XOANMOCTU MPUMEHEHUS KOMMNEKCoB «Akkopa»' ANns Apyrux uenemn
peleHmne 3TOro BOMpoCa BO3MOXHO TOJIbKO MPU HalN4yuM MUCbMEHHOro corsacus
OKB CATP. OTMeTMM, 4TO npeablaylive orpaHMYeHUs He 3anpeLwarT BaM pacrnpo-
CTpaHAaTb Bawm cobCTBEHHbIE MCXOAHbIE KOAbl AU MOAYNIN, CBsI3@aHHbIE C NpUMeHe-
HWEM MporpaMMHoro obecneyeHus kKomniaekcos «Akkopa»™. OgHaKo TOT, KTO Mony-
yaeT OT Bac Takne McxogHble KOAbl MW MOAYNN, AO/HKEH Npnobpectn cobCTBEHHYIo
KOMWIO Halwlero nporpamMmHoro obecneyeHusi, 4Tobbl Ha 3aKOHHOM OCHOBaHWU WUC-
NOSIb30BaTb €ro U UMeTb CeEpPTUPUKAT COOTBETCTBUS.

OTHOCUTENBHO (DU3NYECKUX DK3EMMISPOB annapaTypbl U AOKYMeHTauuu, no-
CTaBJ/ISEMbIX B COCTABE KOMMIEKCOB «AKkopa»"", NpeanpusaTMe-ms3roToBUTeNb rapaH-
TUPYET UX UCNPaBHOCTb B COOTBETCTBMW C rapaHTUMHbIMKM 06si3aTeNbCTBaMW, yKa-
3aHHbIMK B DopMynspe.

Mpu obHapyxeHun owmnbok wmnn pedekToB NOSb30BaTENb KOMMAEKca <«AK-
kKopa»™ [QoMKeH HanpaBUTb B aapec NpeanpuaTUs-u3roToBuUTeNst NoapobHbIN oTyeT
0 BO3HUKLWMX NpobnemMax, KOTopbl NO3BOAUT HaNTU 1 3admKcupoBaTb npobremy.

Komnnekcbl C3W HC cemenctBa «Akkopa»™ NMOCTaBNSOTCA MO MPUHLKUNY «as
is», T.e. npeanpuatune-nsrotosmtenb (OKB CAIP) HM Npu Kakux ob6CToATEenbCTBaX
He npegycMaTpuBaeT HMKAKOM KoMMeHcauun 3a Bawwnm pgonosiHuTenbHble Y6bITKYU,
BKNoYas nwbble notepu npubblam, nNoTepu COXPAHHOCTU WU Apyrue YybbITKM,
BCNeACTBME aBapUMHbIX CUTyauun UM UxX nocneacTeui, ybbITKWM, KOTOpble MOryT
BO3HUKHYTb M3-3a UCMOJSIb30BAHUS UM HEBO3MOXHOCTU MCMNOJSIb30BaHMSA KOMMeKca.
Tem He MeHee, ntobbie Bawun notepn MoryT 6bITb BO3MELLEHbI B TOM Cliydyae, ecnu Bebl
odopMuTe CcTpaxoBon nonuc no pasgeny «CrpaxoBaHue nHdopMaunoHHon 6e3onac-
HOCTU». B 3TOM cnyyae Bo3MmelleHWe BO3HMKLWeEro yuwepba byaner obecneveHo cTpa-
XOBbIMW KOMMAHUAMM.
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MNpu nokynke n npuMmeHeHun komnnekcos C3N HCO «Akkopa»™ npeanonara-
€TCs, YTO Bbl 3HAKOMbI C AaHHbIMU TpebOoBaHMAMKU M COrNacHbl C NOSIOXKEHUAMMN Ha-
cTosLero pasgena.
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12. TexHn4yeckana noaaepIKkKa

B cnyuyae HeobxoaumocTtn koHcynbTauunm 3A0 «OKB CAIMP» npepnaraeTt 6e3
AONOSIHUTENIbHOW OonnaThbl C NoHeaesbHMKa No naTtHmuy ¢ 10-00 go 18-00 (no moc-
KOBCKOMY BpeMeHMn) obpaliaTtbCs no tenedoHam:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 235-89-17
+7 (926) 762-17-72

WIN MO aapecaM 3N1EKTPOHHOW MOYThbl:
help@okbsapr.ru
support@okbsapr.ru

Bonpocbl No 3kcnayaTauuMm KOMMAEKca MOXHO TakXXe 3aAaTb Ha OpyMe Ha HaleMm
camte www.accord.ru.

Haw agpec B UHTepHeTe http://www.okbsapr.ru/.
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MpunoxxeHue 1. Metoanuyeckme pekomeHaaumm no popmu-
POBaHMUIO U NOAAEPIKKE U30JIMPOBAHHOM NPOrpaMMHON cpe-
Abl (UNC)

Mpeanonoxum, 4yto B AC paboTtatoT N cybbeKkToB-nonb3oBaTenemn, Kaxabin i-n
M3 KOTOPbIX XapaKTepulyeTCcs HEeKOTOpOoW nepcoHanbHon WHpopmaumen Ki, He un3-
BECTHOM APYrMM MNO/b30BaTeNsIM U XpaHSLWeNCss Ha HEKOTOPOM MaTepuasibHOM HOCU-
Tene. CyuwecTByeT TakXe BblAefieHHbIn CcybbekT - aaMUHUCTpaTop 6e3omacHocTu
nHpopmaumn (agmuHuctpatop bU) AC, koTopbin 3HaeT Bce Ki. AgMuHuctpatop BU
npucBanBaeT i-My NOJIb30BaTeN0 MOSIHOMOYUS, 3akovarwmecs B BO3MOXHOCTHU
MCMOJSIHEHMS UM TOJSIbKO 3a4aHHOro nogmMHoxectea nporpamm Ti={Pil, Pi2, ... Pit}.

HecaHKUMOHUPOBAHHbLIM A0CTYNOM HABJIAETCA MCMNOJSIb30BaHME MMEKLWMXCA Ha
XecTtkoM aucke CBT nporpamMm nmbo cybbekTtoMm, He BxoaswmMm B N AONYLUEHHbIX,
nnbo i-M nonb3oBaTesieM BHe NOAMHOXeCTBa CBOMX nonHomouuin Ti. Cyb6bekT, nbl-
TalWUnNca npoaenaTb AaHHble AENCTBUS, Ha3blBaeTCs 3/0yMbllweHHnKoM. HC
ocyliecTensercsa obszatenbHO Npu noMowm mumerwmxcs Ha CBT nnm gocraBneHHbIX
3/10YMbILINIEHHNKOM MPOrpamMMHbIX cpeacTs (B AAHHOM Cllydae He paccMaTpuBaeTcs
BO3MOXHOCTb HapyLeHMNs LesIOCTHOCTU annapaTHbIX CpeaCTB KOMMbloTepa).

HC/ MO>XeT HOCUTb HEMOCPeACTBEHHbIN U ONOCPEAOBAHHbIN XapaKTep.

Mpn HenocpeancteeHHOM HC/ 3/10yMbIlWIEHHUK, UCMONb3ysa HekoTopoe MO nbl-
TaeTcs HenocpeaCTBEHHO OCYLLECTBUTb ONepaumn YTeHUs unm 3anmcn (U3MeHeHus)
MHTepecylowen ero nHdopmaumn. Ecnm npeanonoxutb, 4YTO B Ti HET nporpamm,
AaloLWmnX BO3MOXHOCTb npoussectn HCA (3To rapaHTMpyeT agAMWHUCTpATOp Npu yc-
TaHoBKe nosiHoMouni), To HCZ MoxeT 6biTb NpoM3BeneH TOSIbKO NMpU 3anycke rnpo-
rpamMmMm, He Bxoasawmx B Ti.

OnocpepoBaHHbii HC obycnoBneH o6WHOCTbIO pecypcoB MNosb3oBaTesien u
3aKJ1l04aeTCa BO BAMSAHMM Ha paboTy Apyroro nosnb30BaTens 4yepes3 UCMosb3yeMble
UM nporpammbl (Nocne npeaBapuTENbHOr0 U3MEHEHUS UX COAEpPXaHUsS UAM UX COo-
CcTaBa 3/10yMblWAEHHUKOM). [lporpamMmbl, y4dacTBylwue B onocpeaosaHHoM HC[,
byoaeM HasbiBaTb paspyllalownMm nporpamMmHbiM Bo3gencteusmu (PrMNB) wnm npo-
rpaMMHbIMK 3aknaakamu. PIMB MoryT 6bITb BHeApeHbl i-M nonb3oBaTtenem B 10O, npu-
Haasexatlee j-My NoJsib30BaTesIi0 TOSIbKO NyTEM U3MEHEHUS NporpaMm, BXOoAALMUX B
Tj.

CnepoBaTtenibHO, cuctema 3awmtbl ot HC gonkHa obecneymBaTb KOHTPO/b 3a
3anycKOM rporpamMm, NpoBepKy WMX LEeSIOCTHOCTUM U aKTUBU3MPOBATbCHA Bcerga And
noboro nonb3oBaTtens. BbINONHEHME KOHTPOS LENOCTHOCTU U KOHTPOAS 3arnyckoB
BeaeTcsa Ha ocHoBe Ki anga kKaxaoro nonb3oBaTtens. Npu 3ToM BHeapeHHbIn B KC 3a-
LUMTHbIM MexaHM3M Ao/KeH obecnevnBaTb cneaytouwee:

e B HEKOTOPbIN HayalbHblA MOMEHT BpeMeHu TpeboBaTb y cybbekTa
npeabsBlieHns ayTeHTUdUUmpyrowen nHpopMmaumm n no Hem oaHO3Hau-
HO onpeaensaTb cybbekTa n ero nonHomouus Ti;

e B TEYEHUM BCEro BpeMeHW paboTbl Nosb3oBaTeNs i Ao/KEH obecneyu-
BaTb BbIMNO/IHEHME NPOrpaMM TONbKO M3 NoAMHoXecTBa Ti;

e MOJSIb30BaTe/lb HE AO/IKEH MMETb BO3MOXHOCTU U3MEHUTb MOAMHOXECTBO
Ti W/MAN UCKNKOYUYNTL M3 AanbHenwen paboTbl 3aWUTHLIA MEXAHU3M U €ro
OTAE/bHbIE YaCTH.
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NMpepnonaraetcsa, uto B M3Y (BIOS) u onepaunoHHon cpeae (B TOM 4ucne v B
ceteBoM [10) OTCYTCTBYIOT CreumanbHO MHTErPUPOBaHHbIE B HUX BO3MOXHOCTM HC/A.
MycTb nonb3oBaTtesb paboTaeT C NporpamMMoN, B KOTOPOM TaKXe MUCK/YEHO Hanu-
ynme Kakmx- NmMbo CKpbITbIX BO3MOXHOCTEM (NpoBepeHHble nporpaMmsbl). MoTeHuM-
albHO 3/10YMbILUSIEHHbIE AEUCTBUS MOTYT BbiTb TAKUMN:

1)MpoBepeHHble Nporpammbl 6yayT Mcnonb3oBaHbl Ha aApyrom CBT c apyrum
BIOS 1 B aTUX yCNOBUAX MCMNOJIb30BaTbCA HEKOPPEKTHO.

2)MpoBepeHHble NporpaMMbl 6yayT UCMOJ/Ib30BaHbl B @aHasIOrMYHON, HO He Mpo-
BEPEHHOM ONepaunoHHOM cpeae, B KOTOPOM OHM TakXXe MOryT UCMONb30BaTbCA He-
KOPPEKTHO.

3)MpoBepeHHble NporpamMMbl UCMOMbL3YOTCA Ha nposepeHHoM CBT v B npoBe-
PEHHOM onepaunoHHON cpefe, HO 3anyCKakTCs eLle U He NPOBepeHHbIe NMPOrpaMMmsl,
noTeHUunanbHo Hecywme B cebe Bo3MoxHocTn HC/A.

Torpa, HCA B AC rapaHTMpOBaHO HEBO3MOXEH, €C/IN BbINOJIHATCA YCI0BUS:

Y1. Ha CBT ¢ npoBepeHHbIM BIOS ycTtaHOB/ieHa npoBepeHHas onepaunoHHas
cpeaa.

Y2. [locToBEpPHO yCTaHOBJIeHa HenaMeHHocTb DOS n BIOS ana AaHHOro ceaHca
paboTbl.

¥3. KpoMe npoBepeHHbIX NporpaMmMm B AaHHOM NMporpaMMHoO-annapaTHOW cpeae
He 3anycKasioCb WM He 3anyCKaeTcsa HUKAKUX WHbIX NporpamMMm, NpoBepeHHble npo-
rpaMMbl nepea 3anyCKkoM KOHTPOJSIMPYIOTCA Ha LEeNOCTHOCTb.

Y4. VICKNoYeH 3anyCcK NpoBepeHHbIX NporpaMMm B Kakom-nmbo MHOM cutyaumu,
T.e. BHE NPOBEPEHHON cpeabl.

Y5. Ycnosusa Y1-4 BbINOAHSATCA B N1060M MOMEHT BpPEMEHWU ANS BCEX MOSb30-
BaTenen, ayTeHTMOMUMPOBAHHBIX 3aLLUNTHBIM MEXAHU3MOM.

Mpn BbIMNOIHEHUN MNEPEYUCIEHHbLIX YCNOBUI MporpamMHas cpeaa Ha3blBaeTcs
n3onupoBaHHon (panee 6yaem mcnonb3oBaTb TepMunH UIMC - n3onmpoBaHHasa npo-
rpaMmMHas cpega). ®yHKUMOHMpPOBAHME NpOrpaMMm B W30JIMPOBAHHOM MPOrpaMMHOM
cpene (MUMNC) cywectBeHHO ocnabnseT TpeboBaHusa k 6aszosomy [MO. B camoM aene,
UMC KOHTpOAupyeT akTUuBMU3aLMIO NPOLECCOB Yepe3 onepaunoHHY cpeny, KOHTpO-
NUPYEeT LEeNoCTHOCTb UCMNOSTHAEMbIX MOAY/en nepen nx 3anyckoMm M paspellaeT UHU-
LMMpoBaHMe npouecca TOoSIbKO Npu OAHOBPEMEHHOM BbINOSIHEHUN ABYX YCIOBUW —
NPUHAANEXHOCTU K pa3pelleHHbIM 1 HEM3MEHHOCTMW.

B Takom cnydae ot 6a3oBoro M0 TpebyeTcsa TONbKO:

1)HeBO3MOXHOCTb 3anycka nporpamMM noMmMo KoHTponumpyembix UMNC cobbl-
TURA.

2)OTcyTcTtBMe B 6a3oBoM MO BO3MOXHOCTEN BAMATb Ha cpeny (GYHKUMOHMPO-
BaHMUA YyXe 3anyLlleHHbIX nporpamm (dakTnyeckm 310 TpeboBaHWe HEBO3MOXHOCTU
pefaKTUpoBaHUS onepaTUBHOW NaMATKH).

Bce npoune gencremsa, sapngolMecs HapylweHuem Yciosmm 1-3, B OCTaBLIENCS
nx vactu byayT BbigBAATbCA U 6okMpoBaTbcs. Takmm obpasom, UMNC cywecTtBeHHO
CHmxaeT TpeboBaHms K MO B 4aCTM HaNMUMS CKPbITbIX BO3MOXHOCTEN.

OCHOBHbIM 3/1IEMEHTOM MOAAEPXKAHUSA U30JIMPOBAHHOCTU Cpedbl ABMAAETCA KOH-
TPO/b LIENIOCTHOCTU. MpK 3TOM BO3HUKAET NPo6/IEMA UTEHUA peanbHbIX AaHHbIX, TaK
KaK KOHTPOJ/ib LIe/IOCTHOCTM BCEraa COMpsieH C YTEHMEM AaHHbIX (Mo cekTopam, Mo
cdaiinam 1 T.4.). B npouecce 4TeHUs paspylualollee MporpaMMHOEe BO3AENCTBUE
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(PMB) MoXeT HaBsA3blBaTb BMECTO OAHOM0 CeKTopa APYroMn Unm peaakTtuposaTb HENO-
cpeacTtBeHHO 6ydep namatu. C Apyron CTOPOHbI, AaxXe KOHTposib camoro BIOS mo-
XeT npoucxoamTb «noa HabngeHnem» Kakom-nnbo A0NOAHUTENbHOM MNpOorpamMMbl
(«teHeBon BIOS») M He nokasaTb ero MaMeHeHUs. AHanornyHbole adeKkTbl MOryT
BO3HUKATb M npu obpaboTtke danna. Takmm obpa3oM, BHegpeHHoe B cuctemy PI1B
MOXEeT BAUSATb Ha Npouecc YTeHUs-3anucn AaHHbIX Ha ypoBHe danoB UM Ha ypoB-
HEe CEKTOpPOB M NpeabsBAATb CUCTEME KOHTPOJIS HEKOTOPbIE Apyrne BMeCTO peasibHOo
CYLLECTBYOLWMX AAHHbIX. DTOT MEXaHU3M HEOLHOKpPATHO peanun3osbiBanca B STELTH-
Bupycax. OgHako BEPHO yTBepXAEeHME - eCNn NporpaMMHbIM MoayNb, 06CnyXxuBato-
LMK NpoLEecC YTEeHUS AaHHbIX, He coaepxan PINB n uenocTtHocTb ero 3apukcnpoBa-
Ha, TO Npu ero nocneayowen HEM3IMEHHOCTU YTEHUE C UCMONb30BAaHWUEM 3TOro Mpo-
rpaMMHOro mMoaynsa 6yaet yYTeHMeM peasibHbiX AdHHbIX. M3 AaHHOro yTBepXAeHUS
cnepyet, 4uTo Ans obecneyeHUs YTEHUSA peasibHbIX AaHHbIX (3awmTbl oT PMB) noa-
cucrtema KoHTpons uenoctHoctn C3W HCA ponkHa CTPOUTLCA Ha OCHOBE asfiropmTMa
CTyneH4yaToro (NowaroBoro) KOHTPOSA LEesIOCTHOCTU.

ANropuTM CTYMeH4YaToro KOHTPOas LenoCTHOCTU ansa co3aaHmsa UMC npuseaeH
Ha npumepe DOS.

Mpwn Bko4eHUU nutanma CBT npoucxoauT TectuposaHue O, nHMunanusaums
Tabnuubl npepbiBaHUA U Nouck pacwupeHun BIOS. lMpu nx Hanuuum ynpasneHue
nepenaeTcs Ha Hux. ocne oTpaboTkm pacwupeHunnn BIOS B namsaTb cuuTbiBaeTcCs
nepBbIN CEKTOP AUCKETbl UM BUHYEcCTepa (3arpy3yuk) U yrnpasreHue nepenaeTtcs
Ha Hero, Ko 3arpy3umka cuymTbiBaeT apamBepbl DOS, gnanee BbINOMHAKTCA dannbl
KOHUrypaumm, NoarpyxaeTtcsd KOMaHAHbIA MHTepnpeTaTop W BbINONHAETCa dann
aBTo3arnycka.

C yyeToM 3TOro MexaHmsma ans peanmsaumm UMC npeasaputenbHO GUKCUPY-
€TCA HEeU3MEHHOCTb MporpaMMm B OCHOBHOM W pacwupeHHbix BIOS. [anee, ncnosb-
3ys yXe (pannoBble onepauumn, YNTarTcss HeobxoamMble 4519 KOHTPOIA UCTMOJTHSEMble
MoAaynn (KOMaHAHbIN MHTEeprpeTaTop, ApanBepbl AONOMHUTENbHbIX YCTpoucTB, .EXE
n .COM - moaynu un 1.4.). MNpun 3anycke UMNC TaknuM xe o6pa3om n B TOM xe nocne-
[0BaTEeNbHOCTU BbIMOJSIHAETCA KOHTPOJIb LLeTOCTHOCTMU.

ITOT anroputM MOXHO 0606WMTbL Ha MPOM3BOJIBHYIO OMNEPALMOHHYIO Cpeay.
ONa KOHTPONSA AaHHbIX Ha i-M NNIOTMYECKOM YpPOBHE WX NpeacTaBneHuns Ans UYTeHus
TpebyeTcsa Mcnonb30BaHWe NpeaBapuUTESIbHO MPOBEPEHHbIX Ha LEeNOCTHOCTb npoue-
ayp i-1-ro ypoBHsa. B cnyyae onucaHHOro MexaHu3ma 3arpys3kum npouecc ayTeHTU-
dukaummn HeobxoamMo NpoBOAUTb B OAHOM U3 pacwumpeHunit BIOS (4Tobbl MUHUMU-
3MpoBaTb YUCNO paHee 3anylleHHbIX MporpaMmM), a KOHTPOJib 3arnycka nporpaMmm
BKAKOYaTb YyXe nocne 3arpy3kn DOS (nHauve DOS onpepenseT 3Ty MYHKUMIO Ha ce-
64). MNpu peanunsaunn UMNC Ha Hee foOMKHA ObITb BO3/10XKEHA (PYHKLUNS KOHTPONSA 3a-
NycKa nNporpamMMm M KOHTPONS LEeNOCTHOCTMU.

Peanunzauyms UIC c ncnosnb3oBaHneM MexaHn3sMa pacwmpeHmsi BIOS

PaccmoTpuMm aBa 3Tana peanusauuun UIMNC - sTtan yctaHoBku UIMNC mn 3Tan aKc-
nnyatauumn UMC.

MpeanonoxuMm cyuwecrtsoBaHne N nonb3oBaTesien, Kaxabln i-il U3 KOTOPbIX Xa-
paKkTepulyeTcs HeKOTOpOW nepcoHanbHoW MHdopmaumen Ki, He M3BECTHOW APYrum
NONb30BaTENSAM U XPaHSLWENCS Ha HEKOTOPOM MaTepuanbHOM HocuTene (Hanpumep,
ycTtponctee Tuna Touch Memory). CywecTtByeT Takxe agmuHuctpatop bW AC, koTo-
pbin 3HaeT Bce Ki 1 eAMHONMYHO NPOBOAMT 3Tan yCTaHOBKW. [lonb3oBaTenn xe y4ya-
CTBYIOT TOJIbKO B 3Tane 3KCnjayaTtauuu.
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Mpouecc yctaHoBkn UMC cocToUT 13 cneayrowmx 4enNCcTBUn:

1)B CBT ycraHasnuBaeTca nnaTta, BKA4Yawwas B cebg ycTpoucTtea M npo-
rpammbl MNM3Y gaHHOro yCTponcTBa, peanmaytowme:

e yTeHue Ki,
e naeHTMdUKaUUIO NoSb30BaTENSA C HOMEPOM i N0 BBeAeHHOMY Ki,

e YTeHMe MacCMBa [aHHbIX, COAEepXallero MHOXeCTBO AOCTYMHbIX A1 Bbl-
NnosIHEHNS nonb3oBaTenem i 3agad Pil, Pi2, ..., Pim, n nndopmaumm Mil,
Mi2, ... Mim, dukcmpytowen uenoctHoctb damnos Fil, ..., Fim kaxaon
3ajauu.

OnucaHHoe YCTPOMCTBO AO/MKHO aKTUBU3MPOBATLCS Cpa3y MNocfie BKAKYEeHUS
nMTaHnsa, oTpaboTkM npouenyp CaMoOTECTUPOBAHUS U MHMUMANM3aUMN CUCTEMBI Mpe-
pbiBaHUN.

Ana CBT tuna IBM PC ansa aton uenm Heob6xoaMMO MCNONIb30BaTb MEXAaHU3M
pacwunpeHna BIOS.

2)AOMUHUCTpATOp onpeaenseT Ang nonb3oBaTtens i HAbop 3agay M COOTBETCT-
BYIOLWKMX 3agadam ucnonHsembolx gannos {Pit, Fit}, t=1,...,mi; i=1, ..., N, rae mi -
YMCNO pa3peLlleHHbIX K 3anycKy 3agay Ans i-ro nonb3oBaTens.

3)AaMunHucTpaTop dopmupyeT (M 3aHOCUT Ha HOCUTENb) MU CUUTbIBAET C HO-
cutenss ans i-ro nonb3oBaTtens ero Ki M BbIMMCNSET 3HAYEHUs A9 MOocneayowero
KoHTponsa yenoctHoctn Mir= f(Ki, Fir, Pir), rae f — dyHKumna pukcaunmm LenocTHOCTH.

4)AAMMHUCTpaTOp NpoaenbiBaeT Aencteusa 2 n 3 ana scex N nonb3oBaTenen.

5)AAMUHNCTPATOp YCTaHaBMBAET B NPOrpaMMHYI0 Cpeay MOAy/lb aKTMBM3aLUmn
NMNC n pukcmpyeT ero UesiocTHOCTb. PUKCUPYETCH TaKxXe LenoCTHOCTb ¢dannios one-
paumoHHoM cpeabl Foc, B koTopble BXoaaT dannel DOS, apaneepbl un ceteBoe MMO.

Mpouecc akcnayaTaumm COCTOUT M3 Crieayowmx 4eNCTBUN.
1) BknoueHne nuTaHusa u aktueusaumsa pacwmpeHHoro BIOS:
naeHTUudunkKaums nonblosatens no ero Ki.
Mpu ycnexe - n. 6).
MpoBepKa LeNnoCTHOCTUN BCeX BKAKYEHHbIX B [M2BM (PC) BIOS
Mpu NONOXUTENIbBHOM Ncxoae - n. B).

YTeHne dannos Func n Foc ¢ NoMoLWbIO PYHKLUMI onepaunoHHON cpeabl N NpoBepKa
NX LeNOCTHOCTH.

Mpy NONOXUTENbHOM Ucxoae - n. r).
Aktneusaumnga OC n cetesoro [MO.
AKTUBM3aUMA Npouecca KoHTpond Punc.
3anyck n3bpaHHOW 3a4a4u i-ro Nonb3oBaTens.
2)Pabota B UIC.
3anyckK Kaxaoro rnpouecca Ps conpoBoxaaeTcs rnpoBepKamu:

MpuHagnexunT nun Fs K MHOXeCTBY pa3pelweHHbix an4 i (Ti), ecnu ga, TO BbINOAHSAET-
cqa n. 6), nHa4ve 3anyCcK UTHOpUpYeTCS.

Cosnapaet nn G=f(Ki,Fs,Ps) c M=f(Ki,Fs,Ps), BbluncneHHom agMmmHucTpatopom bU.
Mpn NonoXxuTtenbHOM nUcxoae npoeepkn 6) 3agada 3anyckaeTcs.
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Jlerko BnaeTb, 4TO yCNOBUS N30AMPOBAHHOCTK cpeabl (Y1-5) B gaHHOM cnydae
BbIMOJIHEHDI.

MyHKT Y1 rapaHTUpyeTCcs Npu yCTaHOBKE CUCTEMblI aAMUHUCTPAToOpoM BU.

MyHKTbl Y2, Y4 n Y5 obecneymBaloTCs KOHTPOIJIEPOM KOMMnekca «Akkopa»™
(3arpy3ka cobctBeHHoM OC u ceTeBOM cpeabl C ANCKETbl (APYrMxX MarHUTHbIX HOCU-
Tenen) HEBO3MOXHA, MNOCKObKY pacwmnpeHHbln BIOS akTMBeH paHblue WU Hanpasns-
€T 3arpy3Ky Ha XeCTKMM AUCK; Nonb3oBaTenb AONyCcKaeTcsa K paboTe TONbKO npu
nposepke Ki).

MyHKT Y3 peann3oBaH NporpamMmMHbIM MOAYJ/IEM KOHTPO/SA 3aryCcKOB U KOHTPOSA
LLeSIOCTHOCTM 3a4ady, Bxoadwmm B coctas UIMNC. KpoMe TOro, B AaHHOM cny4dae pea-
IM30BaH MexaHM3M CTyMneH4yaToro KOHTpons, obecneumBaroWwmn 4yTeHUe peanbHbIX
OaHHbIX.
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MpunoxxeHue 2. Metoamka onpeaneneHun Tpeébyemon (uene-
coo6pa3HOM) ANIMHDbI NAapPoOJIA, UCMNOJIb3YEMOIro B KOMMJIeKcax
C3M ot HCl cemenctBa «AKKOpA»™ npu ayTeHTUdUKayumm
nosib3oBaTtens

OueHka TpebyemMoM ANMHBLI NApons BaXKHa As18 TOro, 4tobbl NMpaBWIbHO Bbl-
6paTb Nepuos CMeHbl Naponen uU3 NpeanonoXeHus, YTo naeHTUuduKaTop nNonb3oBa-
Tens MoXeT 6bITb yTpayeH, a noab3oBaTesb N0 TEM UM UHBIM NPUYMHAM He nocTa-
BUT 06 3TOM B M3BECTHOCTb agMUHUCTpaTopa 6e30nacHOCTU MHMOpPMaLUN.

NMycTb Tpebyemas BepoATHOCTb Noabopa napons B pe3dysbTaTe TPEXMeCAYHOro
perynsapHoro TectmposaHusa AoskKHa 6biTb He Bbiwe 0,001. Mo dopmyne AHaepcoHa
(cMm. XoddmaH J1. CoBpeMeHHble MeToabl 3awmTbl MHpopmauuu /Mep. ¢ anrn./. M.:
CoseTckoe paguno, 1980. - 264 c.)

4,32 * 10%*4 * K(M/P) <= A**S,

roe
e Kk - KONIMYECTBO MOMbITOK B MUH;
e M - nepmoa BpeEMEHU TECTMPOBAHUSA B Mecsuax;
e P - BepoaATHOCTbL noabopa napons;
e A - 4yuCno CMMBOJIOB B andasuTe;
e S - AnvHa napons.

BpeMsa Ha o4HY MOMbITKY MNpU MCMNOJSIb30BaHUM KOMMAeKca «AKKOpA» - He Me-
Hee 7 cek., T.e.

k = 60/7 = 8,57
Ona anrnuinckoro andasnta A=26 n S=7:

1,11 * 10**9 <= 8,03 * 10**9,

T.e. Napons ANVMHOW 7 CMMBOJIOB AOCTAaTOYHO ANS BbINOSIHEHUSA YCNOBUS, a
nMeHHo: Ecnn 6yaet BbibpaH naposb ASIMHHOW B 7 CMMBOJIOB, TO B TeyeHue 3-X Me-
csAueB BepOATHOCTb noabopa naponsa 6yaet He Bbiwe 0,001.

Ecnu BbibMpaeTcs AnnHa naponst B 6 cuMBosioB (S=6), TO BbINOMHSETCA Hepa-
BEHCTBO:

3,7 * 10**8 * M <= 3,089 * 10**8,
nnm
M <= 0,83,

T.e. Npun AnnHe naponss 6 CMMBOJIOB U pPerynsspHOM TECTUPOBAHUW B TE€YEHUMU
25 aHen BeposaATHOCTb Nnoabopa naponsa coctaBut He 6onee 0,001.



